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OIPEAEJEHUSA

B HACTOSIIEM JOKYMEHTE MCIIOJb3YIOTCS CIIEYIOHe TEPMUHBI X KX OTIPEACIICHHA.

ABTOMATH3MPOBAHHAS CHCTEMA - CUCTEMa, COCTOAIIAs U3 [IEPCOHATIA 1 KOMILICKCA
CPEJICTB aBTOMATH3allMd ero JeATENBHOCTH, Pealu3yromad UH(OOPMAIIUOHHYIO TEXHO-
JTOTHIO BBITIOJHEHHS YCTAHOBICHHBIX (DY HKIIHIL.

AyTenTHdHKALMS OTIPaBHTeIs MAHHBIX - OITBCPHICHIC TOTO, YTO OT-
IPaBUTENb [ONyUCHHBIX JAHHBIX COOTBETCTBYCT 3aABICHHOMY.

Be30nacHoCTh MEPCOHANBHBIX JAAHHBIX - COCTOSHME 3alIHIICHHOCTH Iepco-
HaUIBHBIX JIAHHBIX, XaPaKTEPU3yEMOE CIIOCOOHOCTHIO [10JIb30BaTENIEN, TEXHUYECKUX CPELICTB
4 UE(GOPMAIIMOHHBIX TEXHOJNOTHH 00eCIeTuTh KOH(UIEHI[MAIBHOCTb, [[eJIOCTHOCTD U JI0-
CTYTHOCTB TePCOHANLHBIX TaHHBIX MPH HX 06paboTKe B HHPOPMALHOHHBIX CHCTEMaX HEpP-
COHAJIBHBIX JAHHBIX.

BHOMeTpHYeCKHe MePCOHANbHbIe AaHHbIe - CBE/ICHUA, KOTOPBIC XapaKTepu3yoT
busHoOrEIecKHe 0COGEHHOCTH Ye/IOBEKa U Ha OCHOBE KOTOPBIX MO’KHO YCTaHOBHUTH €T0
JIMIHOCTD, BKJIIoUas (GoTorpaduu, OTIeHaTKH MaIBbICB, 06pa3 ceTYaTKH Ia3a, 0COOCHHO-
CTH CTPOEHHS! TeJa U APYTYIO MOJ00HYIO HHPOPMALIUIO.

BJIOKHPOBAHKE IEPCOHANBHBIX JaHHBIX - BPEMCHHOC npeKpatieHne 00paboTKu
[IePCOHANIBHBIX JAHHBIX (38 MCKIIOYEHUEM CIIy4aes, CCilH ob6paboTka Heobxomuma Iyl
YTOYHEHHS [IEPCOHATBHBIX TAHHBIX).

Bupyc (KoMIbIOTEPHBIi, IPOrpaMMHBlii) - HCTIOJHSEMBIH IPOTPaMMHBIN KO HIIKA
WHTepIPETUpYeMBli  HAbop HHCTPYKIHH, o01amaroui cBOMCTBAMHU He-
CaHKIHOHMPOBAHHOTO PACTIPOCTPAHCHHS ¥ CaMOBOCTIPOM3BE/ICHIA. CozmaHHbIe TyOnHKaThl
KOMITBIOTGPHOTO BUPYCa He BCETTIa COBIIAJAIOT ¢ OPUTUHATIOM, HO COXPAHAIOT CIOCOOHOCTE
K JanbHeIIeMy pacipocTpaHEeHHIO U CaMOBOCTIPOU3BEACHHIO.

BpeonocHasi porpamMma - IporpaMma, HpefHasHadeHHas Aili OCYILECTBJICHIT
HeCaHKIIMOHAPOBAHHOTO JOCTYIIA 1 (WIH) BO3ACSHCTBHS Ha [IEPCOHAIBHBIC NAHHEIC WIIH pe-
cypchl HHGOPMAIOHHON CHCTEMBI IEPCOHATBHBIX JIAHHBIX.

BemoMoraTebHble TEXHHYECKHE CPeICTBA H CHCTEMBI - TEXHUICCKUE CPE/ICTBa H
crcTeMBl, He IpeqHasHaueHHble A7 IE€penaty, 00pabOTKH U XPaHEHUs MEePCOHANBHBIX
AHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKIMM CPEICTBAMHU 1 cucTeMaMu, Ipes-
HA3HAYEHHBIME [T 0GpabOTKH MepCOHANbHEIX JAHHBIX MM B TOMCIICHUAX, B KOTOPRIX
YCTaHOBJIEHB! HH(POPMALMOHHBIE CHCTEMBI IEPCOHATILHBIX JIAHHBIX.

JlocTyn B ONEPallMOHHYIO Cpely KOMIIbHTEpA (uHpOpPMALHOHHON CHCTEMBbI
epCOHANBHBIX AAHHBIX) - MOJyIeHHE BO3MOKHOCTH 3allyCKa Ha BBITIOJTHEHUE IITATHBIX
KOMAH]T, (YHKITHH, IPOLIEypP ONEPALHOHHON CHCTEMBI (YHMYTOIKEHHS, KOIIMPOBAHHA, IIEpeMe-
[IeH¥s ¥ T.11.), HCIONHAEMBIX (aiioB NPUKIIAIHEIX IIPOrPaMM.

Tloctyn Kk HHGOPMANUH - BO3MOXHOCTB IOTYHCHHA uH(pOpMalMK K ee HC-
TIOJTB30BAHMS.

3aKJIaJ09H0€e YCTPOHCTBO - SJIEMEHT CPE/ICTBA CheMa uH(pOPMAIUH, CKPBITHO BHE/I-
psieMBIi (3aKIabIBAEMBIH UIIH BHOCHMBIi{) B MECTa BO3MOJKHOTO Chema HH(pOpMaliy (B TOM
qHCIe B OTPasKieHHe, KOHCTPYKIIHIO, 000pyH0BAHHUE, IPEIMETRI MHTEPhCDa, TPaHCIIOPTHEIE
CpeJICTBA, & TAKKE B TEXHUYCCKUE CPEJICTBA U CHCTEMBI 06paboTKI HHOOPMALIHH).



Jammmaemas HHGOPMALHs - HHPOPMALS, SBIIAFOMAICS TPCAMETOM COOCTBEHHOCTH
1 TIOJJIe)KALIast 3al[Te B COOTBETCTBHH C TpeGOBaHUAMYU TIPABOBBIX TOKYMEHTOB Kl TpeboBa-
HYSIMU, YCTaHABIUBAeMBIMU COOCTBEHHHKOM UHOOPMALIUH.

Npenrudukanus - IPUCBOCHHE cyOBekTaM 1 00beKTaM 10CTyna HeHTH(QUKATOPA U
(unu) CpaBHEHHE IPEABABILACMOTO AIeHTH(HUKATOPA C TepeYHeM IIPACBOCHHDIX HIEeHTADHKA-
TOPOB.

WudopMaTHBHBIA CHIHAJ - OJEKTPHECCKHE CHIHAIEL, aKyCTHYECKHE, OJIeK-
TPOMATHUTHBIE U JIPYTUe QU3HIECKHE TOJIA, 11O rapaMeTpaMm KOTOPBIX MOKET OBITh PACKDHITA
KoH(UAEHIMAIbHAT MH(OpMAITIA (TiepcoHabHBIE IAHHBIE) obpabarsiBaeMasi B HH(OPMAIIHOH-
HOM cHCTEME ITEPCOHANLHBIX JaHHbIX.

HudopmManuoHHas CHCTEMA NePCOHAIBLHBIX naanbix (MCIIJ{H) - COBOKYITHOCTE
comeprkampxcs B 6a3aX JaHHBIX MEPCOHANBHBIX JIAHHRIX K obecreurBaomuX Ux obpa-
60TKY HHMOPMALIMOHHEIX TEXHONOTHH U TEXHUIECKIX CpeHCTB.

MrudpopMauHOHHBIe TEXHOJIOTHH - IPOLECCHL, METO/bI oucka, cbopa, XxpaHeHus, 00-
pabOTKH, IIPEIOCTABIEHH, PACIPOCTPAHCHHA vE(pOPMALIMH U CIOCOOB! OCYIIECTBICHIA TAKHX
TIPOLIECCOB U METO/IOB.

Henosip3oBanne MePCOHANBHBIX JaHHbIX - JeHCTBAS (omepany) ¢ MepcoHakb-
HEIMH AaHHBIMH, COBEpIIaeMBble OMepaTopoM B LEJAX MPHHATHA pEIIeHUH T COBEpIIC-
Husl HHBIX JEWCTBHUH, MOPOKIAIOUIMX IOPUAHIECKIE MOCICICTBIL B OTHOIIEHHHU CyOBEKTA
epCOHAIBHBIX JIAHHBIX WM JIPYIHX JIHI 6o uHBEIM 00pa3oM 3aTparMBalOUIKMX Mpasa X
cB06OIBI CyObeKTa IePCOHANBHBIX JAHHBIX WK APYTHUX JIHLL.

M cTOYHHK Yrpo3bl 0€30MacHOCTH HH(OPMALHH - CyBBEKT JOCTYIIA, MATEPUATBHBIH
06BeKT WK HU3HIECKOE ABJICHHE, ABIAFOIIICC IPUYMHON BOSHUKHOBEHHUS YTPO3BI Oe30macHo-
CTH UH(POPMALIUH.

KoHnTpo/upyemMasi 30Ha - IPOCTPAHCTBO (TeppUTOPHL, 3/1aHKUE, YaCTh 3/[aHHMsT, IOMEIIE-
HEe), B KOTOPOM MCKIIIOYEHO HEKOHTPOIHPYEMOE pe6LIBAHNE TIOCTOPOHHIX JIMI, & TaKKe
TPAHCTIOPTHBIX, TEXHUIECKHX ¥ HHBIX MaTepHalbHBIX CPEACTE.

KoHduIeHUHAIbHOCTD NePCOHATBHBIX AaHHBIX - 06s13aTeILHOE 1T COOIFOICHIS
OIIEpATOPOM HJIA MHBIM TIOJy YHBIIIM JIOCTYII K IICPCOHAIIEHBIM JIAHHBIM JIMIIOM TpeOoBaHue He
JIOIlyCKATh HX PaclpoCTpaHeHue 0e3 coryacus cyGBeKTa IIepCOHAIBHBIX JAHHbIX WM HATHHIHA
MHOTO 3aKOHHOTO OCHOBAHMS.

MeskceTeBOH 3KpaH - JIOKaJIbHOE (OTHOKOMIIOHEHTHO®) HIIH (yHKI[HOHAIIbHO-
pacrtpe/ielleHHoe  [IPOTPaMMHOE (IIpOrpaMMHO-aIIapaTHoe) — CPencTBO (xomrLIeKC),
peau3ylollee KOHTPOIIb 32 pHdOpMALeH, TOCTyTaroIeH B AH(OPMAITHOHHYIO CHCTEMY
[1epCOHAIBHBIX JAHHBIX ¥ (WIH) BBIXOZISIIEH 13 HHPOPMAI[HOHHOM CUCTEMBL.

Hapymuresb 6e30MaCHOCTH IIePCOHAIBHBIX TAHHBIX - (hu3HUECKOE THIIO, CILyJaiHO
WM [IpeJHAMEPEHHO COBEPIIAOLIee NSHCTBI, CIEICTEHEM KOTOPBIX SIBIISIETCS HapyILIECHHE
Be30IIaCHOCTH IIEPCOHATBHBIX JAHHBIX IIPU X 00paboTKe TEXHIMYECKUMH CPECTBAMH B uHgpop-
MAIMOHHBIX CHCTEMaX NEPCOHAIBHBIX NAHHBIX.

HeaBToMaTH3HpOBaHHAasi 06pafoTKa MEPCOHANBHBIX JAHHBIX - o6paboTka mep-
COHaIbHBIX TAHHBIX, COZEPKAIMXCS B HHQOPMAIMOHHON CHCTEME TIepPCOHATBHBIX JaHHBIX
IGO0 H3BJICICHHBIX M3 TAKOM CHCTEMBI, CUATACTCA OCYIIECTBIICHHON 6€3 HCTIONb30BaHHA
CPEICTB aBTOMAaTH3aIlUH (HeaBTOMATH3UPOBAHHOM), ©CIM TaKHe NeHcTBHS € TEepCo-
HATBHBIMY JAHHBIMY, KaK UCIOJb30BaHKE, YTOUHEHHE, PACTIPOCTPAHCHIC, YHUUTOXKECHHE
[epCOHANBHBIX JaHHBIX B OTHOIIEHMH KaikOro H3 cyOLEKTOB TEPCOHANBHBIX NAHHBIX,



OCYIIECTBIIOTCA [IPU HEMOCPE/ICTBCHHOM yHacTHH YeJI0BeKa.

He aex/iapupoBaHHbIE BO3MOKHOCTH - hyHKLFOHABHBIE BO3MOXKHOCTH CPE/ICTB
BEIUCIATEIBHOM TEXHVKH, HE OTACAHHBIE WA HE COOTBETCTBYFOLIHIC OIMUCAHHBIM B TIOKYMEHTa-
[11¥, TIPM UCTIOTB30BAHHK KOTOPBIX BOSMOXXHO HApYIICHHC KOH(HISHIMAIBHOCTH, JOCTYIIHO-
CTH WITH LIEIOCTHOCTH 00pabaTsBaeMol HHAOPMAIHH.

HecaHKIMOHUPOBAHHBIH J0CTYN (HeCAHKIHOHHPOBAHHDIC JAeHcTBHS) - JOCTYII
K MH(OPMAITIH I JIEHCTBHA C pHbOpPMAIeH, HapyLIAIOLIHe PABHIIA PasTPAHIICHIA JIOCTYIIA
C WCTOJIb30BaHMeM IITATHBIX CPECTB, IPeIOCTaBIIAEMbIX HH(POPMAIMOHHBIMH CUCTEMAMH
[IepCOHATBHAIX TAHHBIX.

Hocurenp HHGOpMALHH - QU3UUESCKOE JIUIO WK MaTepHualbHBIH 00BEKT, B TOM UHCIIC
(puzpUecKoe [oje, B KOTOPOM padOpMALVis HAXOIHUT CBOE OTPAKEHUE B BUIC CHMBOIIOB, 00pazoB,
CHIHAJIOB, TEXHUUECKHX PEIICHHH H TIPOLIECCOB, KONMISCTBEHHBIX XapaKTePHCTHK (u3uye-
CKHX BEJIIMYMH.

OfesiunBaHHe NEPCOHAILHBIX JAHHBIX - JIEHCTBHSI, B Pe3yJIbTATe KOTOPBIX
CTAHOBUTCS HEBO3MOXKHBIM 0€3 HCIIOJIB30BaAHIA JIOTIOJHUTEIbHOM HH(OpMALMK OIpene-
JTUTH TIPUHAIEKHOCTS TEPCOHAIBHEIX TAHHBIX KOHKPETHOMY Cy0BEKTy IepCOHATBHBIX
JI@HHBIX.

O6pafoTKa NepCOHATBHBIX JaHHBIX - mob6oe jeifcTBre (omepaliys) WK COBO-
KyIIHOCTD JeHCTBUN (oTiepaliuii), COBEPIIAEMBIX C HCTIONL30BAHUEM CPCACTE aBTOMAaTH3a-
II{H WK 6e3 UCTIONB30BaHMsA TAKUX CPEJICTB C MEePCOHATBHBIMU JIaHHBIMH, BKITEOUas cO0p,
3aTIHCh, CACTEMATH3ALMIO, HAKOIUICHUE, XPaHEHHE, YTOUHCHHE (0GHOBIIECHHE, H3MEHEHHE),
M3BJIeUeHHe, WCIIONB30BaHue, nepenady (pacmpoCTpaHCHHE, [IpeloCTaBIeHH)e, A0CTYI),
o6esTHaUBaHTe, OI0KUPOBaHie, yAaleH)e, YHIYTOXKEHUS ICPCOHAJIBHBIX JTAHHBIX.

OO6nIen0CTyIHbIE TlepCcOHaTbHbIe AaHHbIe - TIEPCOHANLHBIC HAHHRIC, JIOCTYII He-
OrpaHAYEHHOTO KPyra U] K KOTOPEIM ITPEJOCTABICH ¢ COITIACH cyOBbeKTa IepCOHAIIBHBIX
JIAHHBIX WM Ha KOTOpBIE B COOTBETCTBUH C dbenepanbHBIMM 3aKOHAMH HE pPacrpo-
cTpanseTcs TpeGoBaHKue COOMONEHUS KOH(UIEHIUAIBHOCTH.

OmnepaTop (MePCOHATHHLIX AAHHBIX) - rocyJapCTBEHHBIN OpraH, MYHHLIATIIbLHBIA
opras, IOpUIMIECKOe WK QU3HIECKOE JHIIO, CaMOCTOSITENIHHO HIIM COBMECTHO C JPYTHMH
WIAME OPTaHU3YONIUE U (M/I4) OCYIIECTBIIIOMKE 06paboTKy MepCOHANBHBIX NaHHBIX, &
TaKKe ONpeJelistoNye e 00padoTKU NEPCOHANBHBIX JAHHBIX, COCTaB IEePCOHATBHBIX
MAHHBIX, TOIEKAIIAX o6paboTke, HEHCTBUA (omepawyy), COBEpIIaeMble C IeEp-
COHAJIbHBIMH JaHHBIMU.

Texnuueckue cpeacTBa HHPOPMALHOHHOH CHCTEMBI NePCOHANBHBIX JaHHBIX
-CpeICTBA BBIHHCIATENLHON TEXHUKH, MH(QOPMAITAOHHO-BEYHCITUTEITBHBIE KOMIUTCKCEI 1 CETH,
CpeJICTBA M CHCTEMBI IIepefiatit, preMa i oGpaboTku LILH (cpeicTBa X CHCTEMBI 3BYKO3aITUCH,
3BYKOYCHJIEHHSI, 3ByKOBOCIIPOH3BEIEHHS, [IEPETOBOPHEIC 1 TeJIcBU3UOHHBIE YCTPOHCTBA, CPENi-
CTBA W3COTOBIICHNS, THPAKMPOBAHHSI JOKYMEHTOB U [IPyIHe TEXHIHECKHIE CPE/ICTBA 00paboTKH
peueBoi, rpadrIeCKO, BUIE0- X 6yKBEHHO-LIU(POBOH pH(OPMALIIH), IPOIPaAMMHEIE CPE/CTBA
(OTepalOHHBIE CHCTEMBI, CHCTEMBI YIPABICHHA 6a3aM¥ OJAHHBIX U T.I1.), CPEICTBA 3aIlIATHI HH-
hopMaIuy, IPUMEHIeMbIe B HHPOPMAIIMOHHBIX CHCTEMAX.

Iepexsat (uHopMauun) - HEMPaBOMEPHOE nojgydeHue MHQOpMANuUM C HC-
[IOTTE30BAaHHEM TEXHUUECKOr0 CpPe/CTBa, OCYIIECTBILIOLIETO oGHapyeHue, IpueM 1 00-
paboTKy HH()OPMATHBHbIX CHTHAJIOB.

IlepcoHajbHbLIE JAHHbIC - nio6ast HGOpPMAIUS, OTHOCAIIAACH K TPAMO WM KOC-
BEHHO OIPEMIETeHHOMY WM ONPENCTIEMOMY tusuueckoMy nuity (CyOBEKTy MepcoHalb-



HBIX JIAHHbIX).

IoGouHble 3IeKTPOMATHHTHbIE H3/JIY4YeHHS H HABOAKH - 3JIEKTPOMArHUTHEIS
M3TydeHrs TEXHUUECKUX CPENCTB 06paboTKH 3allHIIaeMOH uEGOPMAIMY, BOSHUKAIOIINE
xak OGOYHOE SBJCHNE ¥ BBI3BaHHBIE DICKTPHYCCKUMU CHIHAIAMI, IEeHCTBYIOILIUMH B UX
5JIEKTPUUYECKIX ¥ MATHHTHBIX IEILIX, @ TAKKE 3JIeKTPOMATHHTHBIE HABOJKHU 3THX CUTHATIOB
Ha TOKOIIPOBOAILME IMHUH, KOHCTPYKIAH U LETIH TATAHHA.

IMonuTHKA «YHCTOTO €TOJIAa» - KOMIUIEKC OPraHA3aldOHHbIX MepOMpUATHH, KOH-
TPONUPYIOLIAX OTCYTCTBHE 3aIlMCHIBAHMUS HA GyMaKHble HOCHTENH KO U aTpuOyTOB
nocryma (maposiet) ¥ XpaHeHHA IX BOIM3K 0OBEKTOB JIOCTYIIA.

MoJyib30BaTe] b HHGOPMALHOHHOH CHCTeMBbl NEPCOHATLHBIX JAHHBIX - JIHIO,
yuacTByromiee B (PyHKIHOHMPOBAHUH rHOPMAIMOHHOM CHCTEMBI IEPCOHATBHBIX IAHHBIX
VIIH MCTIONB3YIONIee Pe3yIbTaThl e¢ (PyHKIIMOHUPOBAHHA.

IIpaBuia pasrpaHAYeHus A0CTyNa - COBOKYIHOCTD TIpaBI, periIaMeHTUPYIOMUX
paBa JI0CTyna CyOBeKToB OCTyIId K oOBexTaM J0CTyIIa.

IIporpaMMHasi 3aKJajKa - KOJI IPOrpaMMbl, IpefiHaMEPEHHO BHECEHHBIH B IPO-
rpaMMy C LeJIBIO OCYIIECTBUTh YTEUKY, U3MEHUTE, 6JI0KUPOBATH, YHUUTOKATH HHPOPMA-
[[MFO WJIM YHHYTOKHUTE ¥ MOAMGUIMPOBATE IPOTPAMMHOC obecnedenre HHPOPMAIMOHHOH
CHCTEMbI [IepCOHANBHBIX JAHHBIX 1 (WIIH) GIIOKHPOBATH alllapaTHBIC CPEICTBA.

IIporpammuoe (nporpaMMﬂo-MaTemaanecmoe) po3jelicTBHe - HECAHKIIHO-
HUpPOBaHHOE BO3JEHCTBHE Ha PECYPCEL ABTOMATH3HPOBAHHOM HHYOPMALMOHHOM CUCTEMBL,
OCYIIECTBIISIEMOE C HCTIOJE30BAHIEM BPEIOHOCHBIX IIPOTPaMM.

PacKpbITHE NEPCOHATBHBIX JAHHBIX - YMBIIUICHHOS M1 claydaiiHOe HapylIeHHEe
KOH(MHIEHIHATEHOCTH NIEPCOHABHBIX TAHHBIX,

PacnpocTpaHeHHe MePCOHATBHBIX JaHHBIX - meficTBHsA, HalpaBJICHHEIC Ha pac-
KpbITHE MEPCOHATBHBIX HaHHBIX HEOTIPEIEICHHOMY KPYTY TV,

Pecypc uHGOPMAIIHOHHOH CHCTEMBI - MMEHOBaHHBIN 2JIeMEHT CHCTEMHOI0, IpHU-
KJTaJHOTO WUIM armnapaTHoOro obecredeHus GyHKIMOHHPOBAHHSA MHPOPMALIOHHON CHUCTe-
MEL

ClennaibHble KATEropHHM IEPCOHAJNBHBIX JAHHBIX - IEPCOHAJIBHRIC JaHHbIE,
KACAIOTUECS PACOBOM, HALMOHANBHOM IPUHAJIEKHOCTH, HOJIMTHHCCKIX B3TJISI/IOB, PENIH-
FMO3HBIX WX GUI0COMCKUX YOCKIEH I, COCTOSHIS 3A0POBRI 1 HHTAMHOH JKM3HH CyOb-
eKTa IIePCOHANIBHBIX JaHHbIX.

CpejcTBa BbIYHCIHTENbHON TEXHMKH - COBOKYIHOCTH IpOrpaMMHBEIX ¥ TeX-
HIIECKUX SIEMEHTOB CHCTEM 06pabOTKY JaHHBIX, CTIOCOOHBIX ()yHKIHOHUPOBAThH CAMOCTOSI-
TeJIbHO WM B COCTaBE APYTHUX CUCTEM.

Cy6next pocryna (cyObekr)- JHIO HWIH IPOLECE, NefcTBUS KOTOpPOTO per-
TaMEHTHPYIOTCS [IPABHJIAME PasTpaHiICHIs TOCTYTIA.

TexuuuecKHii KaHAJ yTedKd HH(POPMAIUH - COBOKYTTHOCTb HOCHTEIS uH(pOpPMALIUH
(cpezcTBa 06paGoTKHM), GU3NIECKOH CPE/IBl pacIpOCTPAHCHIA MH(OPMATHBHOIO CHTHANA
CPeICTB, KOTOPBIMHE JJ0OBIBACTCA 3alAIIACMast HUH(OPMAITHSL.

TpaHcrpaHu4Hasi nepeaada NepcoHaILHBIX JaAHHBIX - nepenaia MepCoHaIbHBIX
JIAHHBIX HA TEPPUTOPHIO HHOCTPAHHOTO IOCy1apcTBa Opraty BIacTH HHOCTPAHHOIO rocy-
J1apCTBa, HHOCTPAHHOMY (QH3HYECKOMY JIHILY UIIH MHOCTPAHHOMY FOPHINYECKOMY JIULTY.

Yrpo3bl 6e30nacHOCTH NePCOHATBHBIX JAHHBIX - COBOKYITHOCTb yCIIOBHH 1 (haKTO-
POB, CO3/[AOLIUX OTIACHOCTb HECAHKIMOHMPOBAHHOTO, B TOM HHCIIC CITydaiHoro, JOCTyTa K Iep-
COHABHBIM TAHHBIM, Pe3yIETATOM KOTOPOro MOJKET CTaTh YHAITOKEHAC, HSMCHCHIC, OmoKHpo-

Bam¥e, KOMMPOBaHKe, PACTIPOCTPAaHEHHE NIEPCOHATBHBIX AHHBIX, a TaKKe WHBIX HECaHKIIMOHH-
POBAHHBIX IEHCTBHM TIPH KX 06paboTKe B MHQOPMALIMOHHOHN CHCTEME IEPCOHAIBHBIX JTAHHBIX.



VHHYTONKEHHE MePCOHATBHBIX IAHHBIX - JEHCTBUS, B Pe3yJIbTare KOTOPBIX CTa-
HOBHTCS. HEBO3MOYKHBIM BOCCTAHOBHTB COJIEPKAHKE [IEPCOHATBHBIX NaHHBIX B WHpOpPMa-
[[MOHHO cHCTeMe TIepCOHANBHBIX TaHHBIX H (WKL) B PE3yIBTaTE KOTOPHIX yHUITOXKAOTCA
MaTepuaTbHble HOCHTEN! IePCOHATBHEIX HaHHbIX.

Vreuka (3ammumaemol) HHpopMauuu mo TeXHHYEeCKHM KaHajJaM - HEKOH-
TPOJIUPYEMO€ PacIIPOCTPAHEHNE uH(OPMALHE OT HOCHTEIA saruIaeMoi nH(popMaIliu 4epe3
(DHBHUECKYIO CPELy IO TEXHUIECKOTO CPEAICTER, OCYIIECTBILIONIErO TIePEXBAT vHGOpMAaLIHH.

V3BUMOCTD - CIa00CTh B CPEACTBAX 3AIHTHI, KOTOPYIO MOXKHO WCIIOJIB30BATE IS
HapyIIEHUs CUCTEMbI WX cozepkaleiics B Helt nHGOPMAIUY.

IlejocTHOCTH HH(OPMALIHA - CII0COBHOCT CPEICTBA BBIUACIHTENBHOM TEXHUKY HIIH
ABTOMATH3MPOBAHHOM CHCTEMBI 00eCTeTrBaTh HEU3MEHHOCTD pH(OPMAITAY B YCTOBHSX CITydak-
HOTO W/WITU IpeIHAMEPEHHOI0 NCKaKESHHIA (paspylueHus).
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OBO3HAYEHMS 1 COKPAIIIEHUSA

ABC - aHTHBUpPYCHBIE CPEaCTBa

APM - aBTOMaTH3MPOBAaHHOE pabodee MeCTO

BTCC - BcrioMoraTeIbHble TEXHUYECKHE CPEACTBA X CHCTEMBI
UB - uadopMaiMorHas 6e30macHoCTh

VCTI/IH - nHGOPMAIIMOHHAS CHCTEMA IIEPCOHANBHBIX NaHHBIX
K3 - koHTpOnUpyeMas 30Ha

JIBC - noxajbHas BbIYHCIHTEIbHASL CETh

MD - MexxceTeBOU 3KpaH

HC/I - HeCAHKIMOHMPOBAaHHBIN JOCTYTI

OC - omepalioHHAast CUCTEMA

[1/IH - mepcoHaIbHbIE JAHHBIC

[IMB - pOrpaMMHO-MaTEMATHIECKOS BO3/IEHCTBHE

[10 - mporpaMMHoe 0becredeHne

TIAMUH - o60o4HbIE 3IEKTPOMArHATHBIC H3ITYUCHIS i HABOJIKA
CAS3 - cucTeMa aHaIK3a 3allUIIeHHOCTH

C3U - cpencTsa 3alIUTEl HHOPMALUK

C3I1/# - cucTeMa (IIOACHCTEMA) 3LUTHI MEPCOHATPHBIX NAHHBIX
COB - crcTeMa 00HApyXeHHUs BTOPKEHUH

TK YU - TexHUHecKHe KaHAB! YTeUKH HHpOpMAaITiH

VBIIJIH - yrpo3bl 6€30IaCHOCTH [IEPCOHATBHBIX JaHHbIX
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BBEJIEHME

Hacrosimas Komnmermus HHQOPMAIMOHHOH 0e30I1acHOCTH UCIITa pa3zpaboTaHa
TBIIOY «KomgemKk TpagulAOHHBIX HCKYCCTB HapoJ0B 3abalikanesay, SABISAETCS
O(UIMATBEHBIM I0KYMEHTOM, B KOTOPOM ONPE/IEIIcHa crcTeMa B3IVIALNOB Ha obecreyeHue
yHGMOPMAIIMOHHOM G€3011aCHOCTH B KOJIISJIKE.

Hacrosmas KoHIenmys onpejelseT OCHOBHbIC MeNH ¥ 3a[adH, a TaKKe o01IyIO
CTpAaTervio MOCTPOSHHSA CHCTEMBI 3aIUTBI ICPCOHATLHBIX naanerx (C3I10u) TBIIOY
KTUH3. Konuenuus oIpeneaieT OCHOBHBIC TpeGoBanus ¥ 0Ga30Bble TOAXOABI K MX
peanu3alyy, Uil JOCTHKEHUS TpefyeMOoro ypoBHs 6€30IaCHOCTH HHGOPMAaIHH.

Komuemnys pa3paboTaHa B COOTBETCTBUHM ¢ CUCTEMHBIM IO/IXOIOM K obecreueHuIo
MH(GOPMAIHOHHOH 6e301IacHOCTH. CHcTeMHBIH MOIX0 IIPeAroIaraeT IpoBEAeHHe KOM -
[JIeKca MEPOIIPUSTHM, BKIFOYAIOIIUX HCCIE[0BAHNS YIPO3 uHpOpMALHOHHOK Ge30macHo-
cTu 1 pa3paboTKy cuctemsl 3amuThl [T/1H, C MO3UIUK KOMILICKCHOTO IPUMEHEHHUS TEXHH-
YeCKHX H OPTaHU3aIMOHHBIX MEp 1 CPENICTB 3aIlUThI.

TToy uudopMaruonHo# Ge3onacHocTs0 II/TH MOHIMACTCA 3alUIIEHHOCTh IIEPCO-
HAIBHBIX NAHHBIX ¥ 0OpabarsiBaiomedt ux HHOPACTPYKTYpEe OT MIOOBIX CITydalHBIX TN
37I0HAMEPEHHBIX BO3/ICHCTBUH, Pe3y/IbTaTOM KOTOPBIX MOXKET SBHTECA HaHeceHue yuiepoa
caMoil uH(pOpMaIMy, ee BlaJenbuaM (cy6pextam I1JIH) umu MHOPACTPYKType. 3ana4u
rHE(GOPMAITHOHHOM 0e30TIaCHOCTH CBOAATCS K MUHIUMHU3AIIAH yinep0a OT BO3MOXKHOM pea-
musanuu yrpos Gesomacxoctd [T/1H, a Takke K IPOTHOSHPOBAHUIO M MpeIoTBPaIleHAIO
TaKWX BO3IEHCTBUM.

KOHIEMUs CIYXKHT OCHOBOI s paspaboTKH KOMIUICKCa OpraHU3alHOHHBIX H
TeXHUYECKHX Mep 10 OOecleueHuto uH(GOPMaAIlMOHHOM 6ezonmacuocty I BIIOY
KTUH3, a Takyke HOPMATUBHBIX W METOIMUIECKUX JIOKYMEHTOB, oOecreyuBarOIInX €€
peanu3aluio, ¥ He MPEANOonaraeT MOAMCHEI dbyHKIEH rOCyIapCTBEHHBIX OPTAHOB BIIACTH
Poccuiickoil Menepalii, OTBEHAIOMIIX 38 00eCeICHHE fezoracHOCTH HHPOPMaLMOHHBIX
TeXHOJOTUH 1 3aIIUTy HHGOPMAaIIHH.

K OHI[ETIUS SBIAETCS METO[0IOTHIECKOH OCHOBOM LA

- ()OPMHUpPOBAHKS U TPOBENEHMS CIWHOH MONUTHKH B obnactu obecredeHus 0es-
oracaoct 11l 8 UCTI[{a T'BITOY KTUH3;

- [IPUHATHS YIPaBJIEHIECKUX PELICHIH U pas3palOoTKY NPAKTHYECKUX MEP 110 BOILIO-
meHmio nonuTHky 6esonacHocty [1/[H ¥ BHIPaOOTKM KOMILIEKCA COTIACOBAHHBIX Mep HOp-
MATHBHO-TIPABOBOTO, TEXHOJIOTHYECKOr0 ¥ OPraHM3allHOHHO-TEXHIHCCKOTO XapaKTepa,
HATPABIEHHBIX Ha BBIABICHUE, OTPAKEHUE M TUKBUALHIO MOCIENCTBHE peanu3alyy pas-
JIUYHBIX BUI0B yrpo3 I1JIH;

- KOOpIMHALNHA JIEATENBHOCTH CTPYKTYPHBIX nonpazznenenuit [BIIOY KTWUH3 npu
mpoBe/ieHuE paboT 10 PasBUTHIO M SKCIUIyaTaliHu UCIIIa ¢ cobmogeHneM TpeboBaHUH
obecreuenus besomacuoctu I1/TH;

- pa3pabOoTKH MPEIOKEHHH 10 COBEPIICHCTBOBAHMIO IpaBoBOr0, HOPMATHBHOIO,
METOIHYECKOr0, TEXHMIECKOI0 ¥ OpraHu3al[HOHHOIO obecreuenus 6esomacHoctd [IJIH B
WCI1Jia TBIIOY KTHWHS.

[TpaBoBoil Oazout IyIs paszpaGorku HacTosmed Konnennuu ciryxar TpebOoBaHHS
jeifcTByromux B Pocciu 3aK0HO/IATENbHBIX 1 HOPMATHBHBIX IOKYMCHTOB 110 00eCTIeUeHHUIO
6e30MacHOCTH MepcoHabHbIX TaHHbX (LITH).
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1 O0mue NoJ0KEeHUs

Hacrosimas KOHIEIMs onpeeseT OCHOBHBIC LENM M 3afatd, a TaKxke OOLIYIO
CTPATErHiO ITOCTPOCHHUS CHCTEMBI 3AIATEI MIEPCOHANBHBIX JTAHHBIX (C311dm) I'BIIOY
KTUH3. Konuemnmus oOmpenesseT OCHOBHBIC TpeboBaHUA H Ha30BBIE MOOXOLBI K HX
peau3alyuy, JUIs JOCTHKEHIA TpeGyeMoro ypoBHs 6e3011aCHOCTH uH(GOPMALIUH.

C3I1/Ia npencrapusieT co00# COBOKYITHOCTE OpraHu3alMOHHBIX 1 TeXHHYECKHX Me-
POTIPHUATHH JUIsl 3aIIATHI [1JIH OT HeIPaBOMEPHOTO WA CITy9aifHOTO JOCTYIIa K HUM, YHH-
YTOKEHUs, M3MEHEHHs, OIOKMpOBaHMs, KOIMPOBAHKA, pacnpoctpasenus [1/1H, a TaKoke
WHBIX HEITPaBOMEPHBIX NEUCTBUH C HUMHU.

Be30acHoCTh [IePCOHANBHBIX TAHHBIX TOCTHraeTCs IyTEM HCKIIKOYEHUS] HECAHKIIU-
OHHPOBAHHOTO, B TOM HHCIC cITydaitHoro, JOCTyMa K MePCOHABHBIM JaHHbIM, pesynbTa-
TOM KOTOPOrO MOXET CTaTh YHHYTOXKCHHC, HIMCHCHHE, GIIOKMpOBAHKE, KOMHPOBAHHUC,
pacIIpOCTpaHeHHe MEPCOHANBHBIX JNaHHBIX, 8 TAKKe MHBIX HECAHKI[FMOHMPOBaHHBIX [eH-
CTBUIL. '

CTpyKTypa, COCTaB U OCHOBHBIC dyrxun C3TI/IH onpeenaroTes HCXOU 3 ypOBHS
sanmmensoctd VUCTIIa. C3II[H BKIOYaeT OpraHu3alldoHHBIC MepBl U TEXHHICCKHE
CpefcTBa 3allUThl UHGOPMAIUA (B ToM duucie IIH(POBaIbHbIE (kpunrorpadpuIecKue)
CpeJICTBa, CPe/icTBa IPeI0TBPAICHHA HeCaHKIIMOHMPOBAHHOIO JIOCTYIIA, yTeHKN uHdop-
MALMH TI0 TEXHHIEeCKUM KaHalaM, IPOrpaMMHO-TeXHHYECKHX BO3/IEICTBUM Ha TEXHHYE-
ckue cpencTsa obpabortku [1]1H), a TaKKe HCHONB3YEMBIC B HHGOPMAI[IOHHON CHUCTEME
uHGOPMAIIMOHHBIE TeXHOIOTHH.

T¥t Mepbl IIPU3BaHbl 00CIeIUTD!

- KOH(HUACHIHATLHOCTL HHOOPMAIUH (3ampTa OT HECAaHKIMOHMPOBAaHHOTO O3Ha-
KOMJICHHS);

- IeJ0CTHOCTD HH(OpMalmy (aKTyalbHOCTh 1 HEIIPOTUBOPEUHUBOCTh HHQOPMAIUH,
ee 3aMUIEHHOCTh OT PaspyIleHus ¥ HECaHKI[MOHHPOBAHHOTO M3MEHEHU ),

- joeTymHOCTh MHGOpMAIMHU (BO3MOXIIOCTE 38 TIPHCMICMOT BpeMs TIONYYHTh TpPe-
Gyemyro HH(GOPMALTHOHHYTO YCIYTY).

Cranuu cozganus C3I1/IH BKIIOYAIOT:

- IPEANPOCKTHAS CTAUs, BKIFOYAIOMIad IIpe/IIPOEKTHOE OOCIeoBaHE HCTIH,
pa3paboTKy TEXHMYECKOro 3aaHus Ha ¢ CONAHNC;

- cTaJys IPOCKTHPOBAHHUS, BKIIFOYAIOIIAsl paszpaborky C3II[IH B cocTase NCTI1H;

- cTamus BBOJIA B JIEUCTBHE C3I1/In, BKIIOYaroiast ONbITHYIO HKCIUTyaTal|io | IpH-
eMO-CIaTOUHbIE MCIIBITAHUs CPEACTB 3allUThI yHGMOPMALUH, & TAKIKE OLIEHKY COOTBETCTBUA
VCII/Ia TpeGoBaHusM 0€30I1aCHOCTH uH(GOpPMALIUH.

Oprasu3aldOHHbIE MEPBI IPeJlyCMaTPUBAIOT:

1) CozpnaHue 4 OJepiKaHNE npaBoBoit 6a3pl 6e30MaCHOCTH [11s;

2) PazpaboTky (BBEICHHE B NeicTBre) TIPeTyCMOTPEHHBIX CNEIYIOMUX Opranusa-
[MOHHO-PACTIOPAIUATENBHBIX JIOKYMEHTOB:

[TooKeHHs [0 OPraHu3aluy U MOPAAKY TTPOBEICHHA paboT 10 00ECTICICHAIO
6e30IaCHOCTH MePCOHANBHBIX JaHHBIX IIPU UX o6paboTke B HHPOPMALMOHHBIX CHCTEMAX
TepCOHANBHBIX JAHHBIX, BKIIIOYAIOIIET0 CASAYIOILYIO UHGOPMALIHIO:

- TEPMHHBI ¥ OTIPE/IETICHUS,;
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- ob11He OJI0XKEeHHS,
- OCHOBHbIE MEPOIPHATHUS 10 OPTaHKU3ALMY 00ECIICUCHNUS 0e30TIacCHOCTH IIEp-
COHAJILHBIX JAHHBIX;
- 0653aHHOCTH TOMKHOCTHBIX Jl, skciutyarupyomux MUCIT/Ix, B 9acTd
obecrieueHns 6e30MacHOCTH NEPCOHATIBHBIX JaHHBIX IIPH X o6paborke B MCIT/TH;
- OPSIIOK NPeOCTaBIeHIs HHPOPMAIHY, coepiKaliell IepCoHaIbHBIC JaHHbIC;
_ obecredeH s 3aUTh IePCOHATBHBIX JaHHBIX, XPAHAIIMXCS B TMHHBIX IETaX
paboruuxos [BIIOY KTHUHS;
- HOPSIIOK  IIPHOCTAHOBKM IPEJIOCTABIICHUA IIJlu B cinydae OOHapyKeHH:A
HapyIIeHHs IOpsA/IKa HX TPeJOCTABICHN,
- TIOpAIOK OpTaHM3alUK BEACHHS H [TepUOIHIECKO} IIPOBEPKH SICKTPOHHOTO
JKypHasa 06pallleH i ToIb30BaTeNeH pHbGOpManronHoi cucTembl K ITJIH;
- IpaBwJIa 1apOJIbHOM 3aIHUTHI;
- TIpaBUJIa aHTUBUPYCHON 3aIIUTE,
- npaBmETa OOHOBIEHMS OOIIECHCTEMHOTO M IHMPUKIALHOTO IIPOTPaMMHOI0
o6ecrnieuenus UCLIH;
- IOPAIOK 00yUYeHUsA aIMUHHUCTPATOPOB UCI1/H;
- TpeGoBaHMS K TIOMENICHIM, B KOTOPBIX pacllojaratoTes NCI1#;
- [OpSIOK TIPOBEJCHUA CIy)KeOHON MPOBEPKH IPH HApYIICHHAX pexnma 0Oe3-
omacuocty mpu obpabotke I1Tx B UCIIH;
- nepeuens Hapymenui Kb VICI1/TH;
- TIOPSIZIOK KOHTPOJIA 33 COOIIO/ICHHEM YCTIOBMH HCIIOB30BAHHS CPEICTB 3aIlHTh]
uHGpOpMALIH,;
- TOCYapCTBEHHbIH KOHTPOIIb ¥ HAA30D 32 SKCIIIyaTaliell aTTeCTOBaHHBIX
UCIIx;
- TIOP#/IOK B3aUMOJICHCTBHSI C BBIIICCTOSIIIMU ciryx0aMu 1 QejreparbHbIMU
opraHaMu,;
- 06IIeIOCTYITHBIE HCTOUHUKH [IEPCOHAIBHBIX TAHHBIX I'BIIOY KTHUH3;
- OTBETCTBEHHOCTb 33 HapylleHHe TpeOOBaHWM, PErylIMpyrOnX IOTY4CHHS,
06paboTKy U XpaHEHHe [IePCOHANIBHBIX JTAHHbIX pabOTHHKOB.
ITpukasos no 3amute [1/1n B TAIIOY CO «KVTIIK»:
- IIpUKa3 O CO3/laHKK pabo4el KOMUCCHH 110 obecreuenuto bezomacuocty I1/1H;
- IprKa3 06 opraHu3aryy paboT [0 00ECTIEISHIIO 6e30IIaCHOCTH TIEPCOHAIBHBIX
JAHHBIX [IPH UX 00paboTke B HHMOPMALOHHON CUCTEME IIEPCOHATBHBIX JIaHHBIX;
- IIpuKa3 o mopsiaKe oOpalieHus ¢ nHpopManmeii, cogeprxared IJIH.
Axrta obcnenosanus I BITOY KTUH3:
- oTricanye HHPOPMALHOHHBIX CHCTEM;
- onucanne UCI1/IH;
- o(opMIIEHIE aKTa OTIPEIEIICHNs YPOBHA 3aUIICHHOCTH NCTIH.
Mojtenu yrpo3 6e30nacHOCTH ePCOHATbHbBIX TaHHBIX.
TpeGoBanmii 110 0OeCTieUeHHI0 Oe30IMaCHOCTH TIEPCOHATILHBIX IAHHBIX TIPH HX
obpadotke B MCII/IH.
JKypHanos:
- JKypHAJ ydeTa IPOXO0XKIEHHS IePBUTHOTO HHCTPYKTAXKA paOOTHUKOB
I'BIIOY KTHWUH3, nomylieHHBIX K paboTe ¢ I1JTa 8 UCTTdH;
- )KypHaJ yd4era JIOTHHOB pabOTHUKOB ['BIIOY KTHUHS, nomyIeHHbIX K
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pa6ore ¢ I1[1a B UCI1/IH;

- sxypran yuera mpas k UCIT/Tx;

- J)KypHAJI IPUHYIUTENTBHOM CMEHBI TUYHBIX napoJei;

- ypHAJ ydera JIML, NOMyIIeHHBIX K pabore ¢ NEpCOHANBHBIMH HGHHBIMHI B
nH(GOpPMALMOHHBIX CHCTEMaX;

- KypHaJI perucTpanyy (akToB HapyIIEHAA 1 BOCCTAHOBJICHH paboTococob-
roctu obopymosanus umx UCII/IH;

- KypHAJ yuéra MallHHHBIX HOCUTENCH;

- JypHAIl y4eTa CpEjCTB 3alluThl HH(OOPMAIIH, SKCIUTYATALlAOHHOW M TE€XHHU-
qeCKOM TOKyMEHTALUH K HUM;

- MaTpuIa JOCTyIa,

VHCTpYKIIHH:

- UHCTPYKIUS 110 y9eTy JIKI, AOMyIIEHHBIX K paboTe ¢ NepCOHAIBHBIMU J1aH-
HBIMH B HHOPMAIIMOHHEIX CHCTEMax MEPCOHANBHBIX TaHHbIX,

- urcTpykimsa apmunucrparopa UCILg;

- MHCTPYKLHS agMHUHHECTpaTopa Ge30MacHOCTH TIPU MCTIOIb30BAHUM PECYPCOB
00DbeKTa BEIYUCIUTEIBHON TEXHUKH,

- UHCTPYKIIUA I10JIb30BaTeIIA HCI11H;

- MHCTPYKIIUS [OJB30BATENs MO 00ECIeUCHHIO 6esomacHocTd obpadotku [1/1H,
[IpU BO3HUKHOBEHHH BHENITATHBIX CUTYaIUH;

- MHCTPYKIMSl TI0 OpraHM3alli¥ DPEe3epBHPOBAHHA ¥ BOCCTAHOBJICHWS IPO-
IPaMMHOT0 0OeCTICYCHHA, 6a3 mauusix MCII/1H;

TexXHUUYECKOr0 3aJaHKs [l IPUMEHEHHS IPOrPaMMHBIX CPEICTB 3aIATEI I11a B
WCIL/g u mpoBeIeHNs aTTeCTalliOHHbIX HCIIBITAHHA.

[Tomuruku Ub.

TexHWUecKHe Mephl 3aIUUTHl PEalu3ylOTCsl IPH ITOMOIIM COOTBETCTBYIOIIMX MPO-
IPaMMHO-TEXHHUECKMX CPEJCTB U METOJOB 3allUThl, OCHOBHOM II€JIbI0 KOTOPBIX SBIISIETCS
MUHAMH3aIMs yiepOa 0T BO3MOXHOM peanusaliy yrpo3 6ezonacuoctu [1/1n. g sToro
cicrema 6esomacuaoctd 111 UCIT/{H noymkHa o00ecreuuBaTh 3G PEKTUBHOE pEICHHE CIIe-
IYIOIMUX 3a/1a4:

1) samqury OT BMeMIATebCTBA B  TIPOLECC dyukumonuposanna  VCIIIH
TIOCTOPOHHUX JIHI] (BO3MOKHOCTh MCIIOJIb30BAHN AC u mocTym K ee pecypcaMm HOJDKHBI
JMETH TOJIBKO 3aperHCTPUPOBAHHEIE YCTAHOBICHHBIM TIOPSAKOM [10JI530BATEIH);

2) pasrpaHHUYeHHE JOCTYId 3aperHCTPHpOBAHHEIX MIOJIE30BATENIeN K alapaTHBIM,
IPOrpaMMHBIM M HH(POPMAIUOHHBIM PECYypcaM UCIIIH (BO3MOKHOCTS JTOCTYNa TOJNBKO K
TeM pecypcaM ¥ BBINONHEHHS TONBKO TeX OIepallii ¢ HAMH, KOTOPBIC He0O0X0AMMBI KOH-
kpeTHBIM nojp3oBatenaM VICIT[IH s BBITOJIHEHHA CBOMX cnyxeOHbIX 005S3aHHOCTEH), TO
eCTh 3alUTy OT HECAaHKIMOHUPOBAHHOTO A0OCTYTIA:

- x urdopmarmu, mupkymupyrontei B UCHTH;

- CpeZICTBaM BBIUMCIIUTEIbHOM TeXHUKH NCI1[n;

- QIIapaTHBIM, TPOTPAMMHBIM M KPHIITOrpapUIeCKiM CPE/ICTBAM 3allUThL, HC-
nonezyembiM B UCIIIH;

3) perucTpanyio AefCTBUI TOIB30BATENeH PH MCTIONB30BAHMY 3AIMIIACMBIX PO
cypcos UCIIJIH B CHCTEMHBIX XKypHaJlaX | HEepPUOIUICCKHUH KOHTPOIJIb KOPPEKTHOCTH nen-
CTRYIH TIOIB30BATENEH CHCTEMBI IIyTEM aHAlIM3a COACPKUMOTO STHX XKypPHAJIOB,

4) KOHTpOIb LeToCTHOCTH (0becredeHue HEM3MEHHOCTH) Cpellbl MCIIOJIHEHHs IPO-
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rpaMM H ee BOCCTaHOBJIEHHE B CIIydae HapyIICHU;

5) 3amUTy OT HECAHKIMOHNPOBAHHOH MoAHpUKALMA U KOHTPOIIb LETOCTHOCTH HC-
nonssyemsix B UCII/IE IporpaMMHBIX CPE/ICTB, a TAkiKe 3allliTy CUCTEMEI OT BHEIPEHHS
HEeCAHKIIMOHMPOBAHHBIX IIPOTPaMM;

6) 3amuTy [1J[H OT yTEUKH 10 TEXHHIECKUM KaHaIaM IpH €€ 06paboTKe, XpaHEHUH U
repezaye 0 KaHataM CBA3H,

7) samury I1JH, XpaHUMOH, oOpabarsiBaeMoil 1 IepefiaBaeMo 1o KatalaM CBA3H,
0T HECAHKI[MOHMPOBAHHOTO PA3IyAIlCHHs WK HCKaKECHNA,

8) obecriedeHue KUBYIECTH KpHIITOrpadHIeCKHX CPEeJ/ICTB 3allUThI uHbOpMAaIHH
[pU KOMIIPOMETALIIH JaCTH KIIOUEBOH CACTEMEL,

9) cBOEBPEMEHHOE BBISBIECHUE MCTOYHUKOB yIPO3 6esonacuoct I1JIH, IpHYKUH U
YCIIOBHA, CIIOCOOCTBYIOMMX HAHECCHUIO ymepba cyosexram I1JIH, co3naHne MEXaHM3Ma
OIlEpaTUBHOTO PEarMpOBaHHs Ha yrPO3bl 6eszomacuocty I1J{H 1 HETaTHBHbBIC TEHACHIIUH,

10) cosmanue YCNOBHH I/l MUHMMH3AIMA U JIOKATH3ALMH HAaHOCHMOIO yiepoa
HEIPABOMEPHBIMA  JEHCTBUAMM ~ (QU3MYECKUX W IOPUIMHCCKHX uL, oclabieHue
HeraTHBHOTO BIMSHUS U JIHKBUIAIMS IOCIENCTBUN HApyIEHHU 6esonacuocty I1/1H.

2 O0BbeKTHI 3aIIHThI

Ilepeuenb HHGOPMANHOHHBIX CHCTEM

B IBIIOY KTUH3 mnpomssogurcs 00paboTKa IIEPCOHANBHBIX —JMAHHBIX B
HHPOPMALHOHHBIX CUCTEMA 06pabOTKH NePCOHATBHBIX AaHHBIX (UCI1dn).
ITepeuens MCII/In onperesieTcs Ha OCHOBAHHUH aKTa obcnenosanusa VUCITIH.

IlepeyeHb 00BHEKTOB 3aIIUTDI

OGneKTaMy 3alUThl SBISIOTCS - HH(OpMals, oOpabaTeiBacMas B WCII/H, u Tex-
HIUecKre CpecTBa ee 06paboTKH ¥ 3amuTsl. IlepedeHs MEpCOHANBHBIX JAHHBIX, HOIC”
Jaumge 3amure, ompenenen B mpukase [BIIOY KTWUH3 06 yTBEepXKIeHHH IEepeuHd
IepPCOHANBHBIX TAHHBIX MOANEKAMX 3allUTe IPH o6pabotke B MHG)OPMALMOHHBIX CH-
cTeMax IEepPCOHAIBHBIX JaHHBIX.

OO6BeKTHI 3alUTh BKIHOYAI0T:

O6pabaTsiBaeMas MH(QOPMALIHS,

1) Texuosormgeckas HHPOPMAIHS.

2) ITporpaMMHO-TEXHIIECKUE CPE/ICTBA 00paboTKH.

3) Cpencrsa 3amuthbl [1/1H.

4) Kanas! #EHGOPMAIIMOHHOTO 00MEHA M TEIEKOMMYHHUKAITAH.

5) O6BEKTHI ¥ IOMEIIEHH s, B KOTOPBIX Pa3MEIICHE! KOMITOHCHTRI NCIIH.

3 Knaccudukanus noanzosatened UCIAn

[losmpzoBaTtenem MCIIIH sBiIseTcs JIULO, YIaCTBYFOIICC B (GYHKIIHOHUPOBAHUN HH-
(DOPMAIHOHHON CHCTEMBI TIEPCOHAIBHBIX NAHHBIX WM HCTIONBLIYIOMICE pe3ynbTaThl €e
¢yHkuuonupopanus. llonb3oBareneM UCTI/la snsercss oGoi paborauk I BIIOY
K TU H 3, umeromuii nocryn x VICTT/IH 1 ee pecypcam B COOTBETCTBHH € YCTaHOBJIEHHBIM
OPSAKOM, B COOTBETCTBUM C €r0 QyHKIMOHATBHBIMA 00s13aHHOCTAMH.

Ions3osarenu UCIIJ/In memnsrcs Ha TPA OCHOBHBIC KAaTErOPHH.
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1) Apvumuctparop UCIITH. PaGOTHHAK KOJITeIKa, KOTOPEIH 3aHUMAaeTCs HACTPOMKOH,
BHEIpeHMeM U  CONpPOBOXKICHHEM — CHCTCMBI. Amvunuctpatop MCII[IH  obmagaer
CIEIyIOLIUM YPOBHEM JOCTYIIA:

. o61anaeT mosHoOM HaEdopMarueii 0 CUCTEMHOM H IIPUKIAHOM IIPOrpaMMHOM
obecrieyennu MCIT/IH;

- 06IaaeT MONHON HHbOPMALUEH 0 TEXHIIECKUX CPEACTBAX 1 KoH(UrypaLyu
WUCTIH;

- MMEET JOCTYII KO BCeM TEXHUYECKHUM CPEACTBAM 06paboTKy HH(OPMALIH U
nmanaeiM UCIIH;

- oOmamaeT TpaBaMy KOH(UTypUpOBaHMs H aZIMPHHACTPATUBHON HaCTPOHKH
texuuueckux cpeacts UCIIIH.

2) IIporpaMMHCT-pa3paboTIHK UCIIa. CoTpyRHHK CTOpPOHHEH OpraHusalui, KO-
TOPEIH 3aHUMACTCH pa3paboTKO# MPOrpaMMHOTO oGecredenns. Paspaborank VICII/IH 06-
jafaeT cIedyroIUM yPOBHEM J0CTyIIa:

- obmamaer mHGbopMarmeil 00 alropuTMax W MPOTPaMMax 06paboTKH WH-
dhopmarun Ha UCIITH;

- 06amaeT BO3MOKHOCTAMH BHECEHHS omboK, HeleKIapupOBaHHBIX BO3-
MOKHOCTEH, MPOrPaMMHBIX 3aKJIajioK, BPEIOHOCHBIX TpPOTPaMM B IPOTPaMMHOE
o6ecneere MCITIIH Ha cTamuu ee pa3paboTKy, BHEIPCHUS 1 CONPOBOKICHHA,

- MOYKET pacTionaratb JIOOBIMH (parMeHTaMy pH(GOpPMAIIMA O TOIOJIOTHH
VCITJIH 1 TeXHUYECKHX CPeACTBaxX o6paboTku 1 3amuTel [1/1H, 00pabaThIBaeMbIX B
HCIIn.

3) [loss3oBarens WCIIIH. PaBoTHMK KOJUIeIka YJYacTBYIOIIWH B IIPOLECCE
skermyaramwi UCI/IH. [lonp3oBaTens VCTI/Ix o6agaeT cIeIyouuM yPOBHEM NOCTYTIA:

_ o6namaeT BCEMH HEOOXOIMMBIMH aTpuOyTamu (HampuMmep, INapoieMm),
06ecIeynBaIOIIIME JOCTYII K HEKOTOPOMY ITOJAMHOKECTBY TTJ1H;

- pacmonaraeT KOHGUIeHIMaNnbHEIMHI NaHHBIMH, K KOTOPBIM UMEET JOCTYIL.

4 OcHOBHBIE NPHUHIUIEI IOCTPOEHHUS CHCTEMBI KOMILJIEKCHOM 32Tl HHpOpMAaLH

[locTpoeHHe CHCTEMBI ODCCTICUCHNAS Gezomacgoctn 11 HUCIz I'BIIOY
KTUH3u ee  QyHKIHOHAPOBAHHC MOJDKHBI  OCYIIECTBIATHCS B
COOTBETCTBHM  COCIIEAYIOIIMMM OCHOBHBIMH ITPUHIHIIAMH.

- 3aKOHHOCTb;

- CHCTEMHOCTB;

- KOMIUIEKCHOCTb;

- HETIPepPBIBHOCTD;

- CBOEBPEMEHHOCTE;

- [[PEeMCTBEHHOCTD ¥ HEIPEPLIBHOCTH COBCPIICHCTBOBAMIA,

- IepcOHalbHasg OTBETCTBEHHOCTE;

- MAHUMH3ALHS TIOJHOMOYMIH;

- B3aUMOJENCTBUE U COTPY/IHUICCTBO,

- THOKOCTEH CUCTEMBI 3aIIIHTHI;

- OTKPBITOCTD AJITOPUTMOB X MEXAHHU3MOB 3alllUTBL,

- IPOCTOTA IPUMEHEHHS CPENCTB 3aIlHUThL,

- Hay4Hast 0G0CHOBAHHOCTb ¥ TEXHMYECKAs peansyeMOCTh;
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- CIierHaIA3alyst 1 Ipo(HecCHOHATU3M;
- 0043aT€TFHOCTD KOHTPOJIA.

3aK0OHHOCTD

IIperonaraeT OCYIIECTBISHNUE 3aIIUTHAIX mepompusituii 1 paspaborky C3I1JH
TBIIOY KTHUHS3 B COOTBETCTBUH C AEHCTBYIOLIMM 3aKOHOAATEIECTBOM B 00JIaCTH 3aIUTHI
[I/[4 u APYrMX HOPMATHBHBIX aKTOB IO 0€30MacHOCTH HHGOPMALIUH, YTBEPIKASHHBIX
OpraHaMy rocyapCTBEHHON BIaCTH U YIPAaBISHIS B HPSAETax X KOMIIETEHIIHH.

[onb3oBaTend u obcayxuBaromuii nepconan I/ UCIOs T'BIIOY KTHUH3
JOJKHBI OBITH OCBEIOMJIEHBI O IIOPANIKE paboTsl ¢ 3amuiiaeMol uH(opmanuen u 00
OTBETCTBEHHOCTH 3a HapyiieHue 3amuTs! LI/TH.

CucreMHOCTD

Creremusiii moaxon x mocrpoenunto C3I1JIa I'BIIOY KTHHS3 npenronaraeT yueT
BCEX B3aMMOCBS3aHHBIX, B3aUMOEHCTBYIOIUX ¥ M3MEHSAIOMINXCSA BO BpEMCHH JJICMEHTOB,
yCIoBHE U (HAaKTOPOB, CYIIECTBEHHO 3HAYMMBIX JUIS MOHMMAHHS H peleHns MpoOIIEMBI
o6ecrieuenus 6ezomacuocta [1/H UCIIIH.

[IpH CO3JAHMM CHCTEMbl 3AIMTHI JOJDKHBI YUUTHIBATECS BCE cnabple U Hauboiee
ysI3BEMblE MECTa CHUCTEMbI 00pabOTKH I1]IH, a TakKe XapakTep, BO3MOXHBIC 00BEKTBL U
HAIIPABJIEHKS aTaK Ha CHCTEMY CO CTOPOHBI HapyLmTernei (0coGeHHO BBICOKOKBAIM(HIH-
POBAHHBIX 3/I0YMBIIIICHHHKOB), [y TH TIPOHUKHOBCHHS B PACTIPEACIICHHEIC cuctemsl 1 HCJJ
k naopMammy. CAcTeMa 3alIMTHI JOJDKHA CTPOUTBCSA C YICTOM HE TOJIBKO BOCX HU3BECTHBIX
xananos mponukHoBenus 1 HCJI k mHpOpMALUH, HO K C yIEeTOM BO3MOXHOCTH ITOSIBIICHUS
IPUHIANAAIBHO HOBBIX IIyTeH peau3aluu yrpos 6€e30MacHOCTH.

KoMniiekcHOCTh

KoMIUIeKCHOe HCIIONB30BaHHE METOOB M CPEJCTB 3alMThl MpEAronaraeT cormnaco-
BAHHOE IIPHMEHEHVE PAa3HOPO/IHEIX CPE/ICTB IPH IOCTPOCHHH I[eJIOCTHOM CHCTEMBI 3aIlHTHI,
TepeKpHIBAIONIel BCe CYIIECTBCHHBIC (3HaUMMBlE) KaHANbl pealusalid yrpo3 u He co-
mepsKaedi cinaGbIx MECT Ha CThIKAX OTAIBHBIX €€ KOMIOHEHTOB.

3aiquTa JOJDKHA CTPOWTHCS SUISOHMPOBaHO. JIId KaXmoro kaHajla yTedKH HH-
dopMmarEy U JUis KaXHo# yrpossl Ge30IacHOCTH JOJDKHO CYHICCTBOBATD HECKOJBKO 3a-
muTHBIX pyGesxeit. CosnaHue 3aIUTHBIX pyOeKel oCyIECTBISCTCS ¢ yIETOM TOTO, YTOOBI
U UX TIPEOJIOJIEHMs] TTOTeHIIHATbHOMY 3/I0YMBIIUICHHUKY TpeGoBaUCh IPO(ECCHOHATB-
HEIe HABBIKY B HECKOIBLKUX HEB3aMMOCBSI3aHHBIX 00JIACTAX.

HenpepbIBHOCTH 3aIHTHI I da

Sammra [IJIH - He pa30BOe MEPOIPUITHE U HE IIPOCTas! COBOKYITHOCTD IIPOBEJIEHHBIX
MEpONPHUATHI ¥ YCTAHOBIEHHBIX CPENCTB 3aIlMThI, a HETIPEPHIBHBIN 1ieJeHaNpaBIeHHbIH
TIPOIIECC, TIPETONATAIOMIKN IPUHATHE COOTBETCTBYIOIINX Mep Ha BCexX dTallax XKU3HEeHHOTO
mkita MCIT/IH.

WCTI/IH DOo/DKHBL HAXOOUTHCSA B 3AIUMIIEHHOM COCTOSHHMM Ha IPOTSDKEHHH BCEro
BpeMeHHU UX (QYHKIHOHHPOBAHMI. B coOTBeTCTBUM C OTUM MPHUHITUIIOM AOJIKHBEI HNPHHH-
MaThCs MEPBI TI0 HEJIOIYIIEHHEO IIepexoa UCII/Ig B He3aIMIIIEHHOE COCTOSTHHE.

BONBIIMHCTBY (GHU3MYSCKUX U TEXHHYECKUX CPEICTB 3allMThI /JIA 9 GEKTUBHOIO
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BLITIOJTHEHHS CBOMX (QYHKIMM HeoOXomuMa MOCTOSHHAT TeXHUIECKasd 1 OpraHu3alliOHHas
(aIMUHUCTpATHBHAS) IOJEPXKKA (CBOCBPEMEHHAA CMEHA H obecredeHre IMPaBUILHOTO
XpaHeHus] U IPUMEHEHHs HMEH, nmaposel, Kiodyed MuppoBaHis, MEPEONpPeeIeHne Mo~
HoMmouuii # T.11.). IlepepbIBEL B paboTe CPeACTB 3AlIUTBI MOTYT OBITH MCIIOJIB30BaHLI 3]10-
yMBIITEHHUKAMH [T AHAN32 IPHMEHAEMBIX METO/IOB U CPEACTS 3aIATHL, [JIsI BHEJPEHUS
CIIeIHaTbHEIX MPOTPaMMHBIX W alllapaTHbIX "3axTanok" M APYTHUX CPENCTB MPEOMOJICHUA
CHCTEMBI 3alATHI TI0CIe BOCCTAHOBICHHUS €€ (PYHKIIMOHUPOBAHHA.

CBoeBpeMeHHOCTh

[IpenmornaraeT yIpexAaloIii XapakTep Mep obecneuenus OesomacHoctd [IJIH, TO
eCTh [I0CTAHOBKY 3a/[@4 110 KOMIIJIEKCHOH 3alluTe WCTI/Tn 1 peanu3aliyio Mep obecrnedenus
6ezomnacHocTy [[/1H Ha paHHUX CTAIHIAX paspaborku VICIT/IH B 1e10M 1 €€ CHCTEMBI SaLIH TR
nuH(OpMalliH, B 4aCTHOCTH.

Pa3paboTKa CHCTEMBI 3alllUTHI JODKHA BECTUCH NapajlIebHO ¢ pa3pabOTKOH H pa3-
BUTHUEM caMoOil 3allHINaeMON CHCTEMBI. OTO IMO3BOJUT Y4YECTh TpeboBaHMs 0©e30I1acHOCTH
[IpH TPOEKTUPOBAHUM APXUTEKTYpPhl M, B KOHEUHOM CHCTE, co3nark Oosee 3QGHEKTUBHBIE
(xak To 3aTpaTaM pecypcoB, TaK  II0 CTOMKOCTH) 3alUIIEHHBIC CUCTEMBI.

HpeeMCTBeHHOCTb 5 COBepI].IeHCTBOBaHHe

[Ipe/monaratoT HOCTOSHHOE COBEPIICHCTBOBAHUE MEpP H CpeJICTB 3allUThl MHpOP-
MAIMK HA OCHOBE IPEEMCTBEHHOCTH OPraHU3alHOHHBIX M TEXHUIECKHIX peleHuH, Kaapo-
BOIO COCTABa, aHaIKM3a (QYHKIMOHUPOBAHUS WCII/Ilg v ee CHCTEMbI 3aILUTEL C yHETOM
J3MeHeHuH B METONAX U CPeICTBax [iepexpaTa HH(POPMaIii, HOpMATHBHBIX TpeOOoBaHUH 110
3aIUTe, JOCTUTHYTOIO OT€USCTBEHHOI0 1 3apy6erKHOro OIbITa B 9TOH 00JacTu.

IlepconanbHasi OTBETCTBEHHOCTD

[IpesmonaraeT BO3NTOXEHHE OTBETCTBEHHOCTH 32 obecriegenye Gezomacnoctu [1/1H 1
CHCTEMBI WX 00paboTKHM Ha KaXIOoro paboTHHKA B Tpelenax ero nonHoMoYHi. B co0T-
BETCTBHM C STHM IPHUHIIUIIOM PACIpe/ieNleHne TIpaB 1 o0s3aHHOCTEH pabOTHHKA CTPOUTCH
TaKuM 00pa3oM, YTOOBL B CIydae JF0OO0ro HApyIIEHUs KPYr BUHOBHHKOB ObLT YETKO U3BE-
CTEH MU CBEJIeH K MUHUMYMY.

TIpHHIEN MEHHMH3ALHH NOJHOMOYHH

OsnavaeT MpeoCTaBleHye IM0Jb30BaTe/IIM MUHUMAJIBHBIX 1PaB JI0CTyIla B COOT-
BETCTBUM C IPOHM3BOJICTBEHHON HEOOXOAMMOCTBIO, Ha OCHOBE IPUHIHIA «BCE, UTO HE
pa3pelIeHo, 3aperieHo.

Toctyn k ITJIH DOKEH IPENOCTaBIATECS TOJIBKO B TOM ciydae ¥ 00beMe, ecly 3TO
He0OX0JIMO pabOTHUKY JJIs BEIIIOJHEHHU €r0 ZOJDKHOCTHBIX 00s13aHHOCTEH.

B3aumojieficTBHe U COTPYAHHYECTBO

[TpenmoiaracT CO3[aHuUEe 6IArOMpPHUATHON arMoc(epsl B KOIVICKTHBE MOJPA3/IENe-
HUM, OOecIeYHBAIOIIUX [EITCIBPHOCTD UCIIe I'BIIOY KTHWH3, and CHIKCHHA
BEpOSATHOCTH BO3HMKHOBEHHs HEIaTHBHBIX NefCTBUM CBA3AHHBIX C YEIOBEYECKUM
(haxTopoM.

B Ttakoif oOcTaHOBKe pPabOTHUK MOJKEH OCO3HAHHO cobmoaTh yCTaHOBJIEHHBIE

MpaByIa U OKa3blBaTh cojleiicTBHE B AEATEIBHOCTH I0J(PA3ACICHUM TeXHUYECKOM 3allUThI
WHQOpMAaLIHH.
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I'ubxocthb cucreMsbl 3amuTol IIH

[IpuHATBIE MEPBl U YCTAHOBJICHHBIC CPECTBA 3AIlHUTEL 0CcOoOeHHO B Ha4aJILHBIN IIe-
pHOZ HX DKCIUIyaTallud, MOTyT obecreunBaTh KaK Ype3MEpHBIH, TaK U HEJOCTATOYHBIH
ypoBeHb 3amuThl. [t obecrieuen st BO3MOKHOCTH BAPUPOBAHHUA YPOBHEM 3al{UIIEHH OCTH,
cpezicTBa 3alUTHI TOJDKHBL 00ianath orpesieeHHON rHOKOCTEI0. OCOOEHHO BAKHBIM 3TO
CBOHCTBO #BJISETCS B TEX CIydasiX, KOIJa YCTaHOBKY CPCICTB 3alllUTRI Heo0X0MMO
OCYIIECTBIIAT HA PabOTAIONIYIO CHCTeMy, He Hapyllas mporecca ¢e HOpMAIBHOIO byHK-
[IHOHUPOBAHHL.

OTI-CprTOCTb aJropuTMoB H MeXaHH3MOB 3aIHThI

CyTh MPHUHIAIIA OTKPHITOCTH AIrOPUTMOB U MEXAHU3MOB 3aIIIUTEl COCTOUT B TOM, UTO
33IMMTa HE JO/DKHA 00ecreurBaThCs TOIBKO 3a CHET CEKPETHOCTH CTPYKTYpPHOM opra-
HW3AI[MHA U AJTOPUTMOB (YHKIHMOHHPOBAHMS €€ IOJICHCTEM. 3HaHUe AIrOPUTMOB PabOTHI
CHCTEMBl 3aIlUTHl HE JOJDKHO J1aBaTh BO3MOJKHOCTH €€ IIPCOJIOJICHHA (naxe asTopam).
OpHAKO, 5TO HE 03HAYAET, YTO HHPOPMAIUI O KOHKPETHOH CHCTEME 3allUThI JO/DKHA OBITH
0bIIe10CTyIHA.

ITpocToTa NPHMEHEHHs CPE/ICTB 3aIIHThI

MexaHu3Mbl 3aLHTH HOJDKHBI OBITh MHTYUTUBHO IIOHATHBI M IIPOCTEL B UCHIOIB30-
BaHMH. [I[pEMEHEHNE CPEJICTB 3alUTEL HE IOJDKHO OBITH CBA3aHO CO 3HAHWEM CIIeIMaJIbHBIX
J3LIKOB WM C BBITIONHEHHEM IeNCTBHM, TpeOYIOIMX 3HAUYUTENBHLIX MOIOJHHUTEIBHBIX
TpyHo3aTpaT [pH OOBIYHOW paboTe 3aperHCTPUPOBAHHBIX YCTaHOBJIEHHBIM TIOPSAKOM
[IOJIb30BATENEH, a TAKKe He NOJDKHO TpebOoBaTh OT MOJIB30BATEIl BBINOJIHEHHUA PyTHHHBIX
MaJIOTIOHSITHBIX €My omepaliuii (BBOJ HECKOJIBKUX IapOJIel U KMEH U T.J.)-

JlomkHa JIOCTUraThCs aBTOMATH3al[Ms MAKCHMAIBHOIO HHCIa IEHCTBUM II0JIB30Ba-
teneit u agmuarctparopos MCIIIH.

Hayunasi 060CHOBAaHHOCTDb H TEXHHYECKAs PeaJTH3yeMOCTh

MHdOpMAIMOHHbIE TEXHOIOTUH, TEXHUMECKHE K IPOrPAMMHBIC CPE/ICTBA, CPE/CTBa 1
MepBl 3aIUTEl WHQOPMAIMH JOKHB! OBITH Pealu30BaHbl HA COBPCMCHHOM ypOBHE pas-
BUTHSl HAYKYA M TEXHHKU, HAy4HO OOOCHOBAHBL C TOYKH 3PEHMS NOCTIKCHMS 3a/[@HHOTO
ypoBHs 6e30MacHOCTH MHGOPMALMH U JOJDKHE COOTBETCTBOBATE YCTAHOBJICHHBIM HOpMam
1 TpeGoBanusm mo OesomacHocTy I1/1H.

C3I1/IH fomKHA 6BITH OPHEHTHPOBAHA HA PELICHHS, BOSMOXHbBIC PHCKH [JIS KOTOPBIX
M Mepbl IPOTHBOJEHCTBHS STHM DPHCKaM IPOILIHM BCECTOPOHHIOI TEOPETHHCCKYIO H
PaKTHYECKYIO IIPOBEPKY.

Cneuuaauzanus 4 npodeccHoHaTIn3M

[IpeamonaraeT TpHBIeYeHHe K paspabOTKe CPEICTB U pealu3allii MEp SailuTbl
pH(OPMAIIFY  CHEUAIH3HPOBAHHBIX OpraHH3aIui, HamboJlee IIOJIFOTOBJICHHBIX K KOH-
KPETHOMY BHJY JESTEIBHOCTH [0 00eCIeueHHIO 6ezomnacuoctu [1JIH, MMEMOIMX OIIBIT
IpaKTHYeCKOH paGoTHl ¥ IOCYAapCTBEHHYIO JIMIEH3UIO Ha IPaBO OKA3AHMS yCIIyT B 3TOH
obnacTy. Peanmsaiys afMUHACTPATHBHBIX MEP M OKCIUTyaTallisa CpPE/CTB 3alllUThl NOJLKHA
OCYIIECTBIATECS  IPO(ECCHOHANBHO  TOJTOTOBIEHHBIMA  CHCIHATHCTAMI FBIIOY
KTUH.
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O06s13aTeILHOCTE KOHTPOJS

TIpemonaraeT o0s3aTellbHOCTE i CBOEBPEMEHHOCTD BRIABJICHHA U IIpecedeHus Io-
IBITOK HAPYIIEHHUs yCTAHOBJICHHBIX MMPABHII obecrieuenns OGesomacHoctd IIJIH Ha OCHOBE
HCIIONB3YEMBIX CHCTEM U CPCICTB 3alIUTEI MH(OPMALUHK IPH COBEPIICHCTBOBAHUY KPHTE-
pUEB H METO/OB OLEHKH (G (QEKTUBHOCTH ITHX CHCTEM H CPEACTB.

KOHTPOTb 34 [ TeIBHOCTBIO JIE000T0 MONB30BATEII, KaXkI0r0 cpe/icTBa 3alllUThI U B
OTHOILIEHUH JTF0O0ro 0GBEKTa 3aUThl JOIKEH OCYIIECTBIATECA Ha OCHOBE IPUMCHCHMA
CpEJICTB OIIEPATHBHOTO KOHTPOIISL W PErHCTpaliy U JOJDKCH OXBATHIBAThH KaK HECAHKIIMO-
HUpOBAHHbIE, TAK U CAHKIIHOHHPOBAHHbIC TMeUCTBHS IOJTb30BaTENEH.

5 Mepbl, METOABI H cpeAcTBa ofecrnedenust TpebyeMoro ypoBHsi 3alllHIIEHHOCTH

OGecredenune TpeOyeMOTo YPOBHA 3AIIMIIEHHOCTH JOJKHOCTH NOCTHTaThCi C uc-
[10JIb30BAHMEM MEp, METOZOB U CPEICTB Oe30MacHOCTH. Bce Mepsl obecrieuenus Oe3omnac-
goctu VUCITJIH noapa3aeisaroTes Ha:

- 3aKOHOJaTeNbHbIE (TIPaBOBEIE);

- MOPAJTbHO-3THYECKHE;

- OpraHu3alluOHHBIC (aIMUHHCTPATUBHBIE);

- hU3UUECKHE;

- TexHWYECKHe (aIMapaTHbe U IPOTPaMMHbIE).

3akoHoaTebHbBIE (IPaBOBbIE) MepPhI 321U ThI

K mpaBOBBIM MepaM 3allUTEl OTHOCSTCS JCHCTBYIOIIME B CTPAHC 3AKOHEL, yKa3bl H
HOpMATHMBHBIE aKThl, PErJIAMEHTUPYIOIIKE MpaBHa obparmerus ¢ I1/IH, 3aKkpennrommne
npaBa ¥ OOS3aHHOCTH YYACTHHKOB HH(OPMALMOHHBIX OTHOLICHHH B mpolecce ee 00pa-
GOTKH 1 HCIIOTB30BAHNS, a TAK)KE YCTAHABIIMBAIOIIME OTBETCTBEHHOCTD 33 HAPYICHHS STHX
TpaBMJI, TPEMSTCTBYS TEM CaMBIM HEMPaBOMEPHOMY HCTIOJIL30BAHMIO I1J1H ¥ SBIAIOIIHECS
CHEPKUBAIOIIIM (HaKTOPOM UL IIOTEHITHATBHBIX HapyIIUTEeH.

I[IpaBoBble Mephl 3aIUThl HOCAT B OCHOBHOM YIIpEIKAAIOLINH, IPOPUIAKTHIECKHH
XapakTep U TPeOyIOT MOCTOSHHOMU PA3BACHUTENLHOR paboThl ¢ MOIB30BATEISIMU U obciry-
KUBAIOLUM [TEPCOHATIOM CHCTEMBL.

Mopa/jbHO-3THYEeCKHE MePhl 3AIHThI

K MOpambHO-3THYECKEM MepaM OTHOCATCA HOPMBI IOBEACHHS, KOTOPHIC TpannLH-
OHHO CIIOKHUJINCH WK CKJIANBIBAIOTCS II0 MEpe PacIpOCTPaHCHUA 9BM B crpaHe unu 06-
[ecTBe. DTH HOPMEI OOJIbIIEH YACThIO HE SABJIAIOTC 00s13aTeIbHBIMH, KaK 3aKOHO/1aTelIbHO
yTBEepIK/IECHHbIE HOPMATHBHBIC aKThI, O/(HAKO, HX HecobJroieHre BeeT 00BIMHO K MaJICHHIO
ABTOPUTETA, MPECTIKA UeNOBeKa, IPYTIBI JIMI[ MK OpraHu3arii. MopallbHO-3THYECKHE
HOPMBI OBIBAIOT KaK HeNucaHble (Hampumep, ofIIenprU3HaHHble HOPMBI 4ECTHOCTH,
IATPUOTH3Ma M T.IL), TAK ¥ [HMCAHEIE, TO €CTh o(opMIIeHHbIE B HEKOTOPBIA CBOX (ycTaB)
TIpABWJI HIJIH [IPEJIIACAHHH.

MopasbHO-9THHECKAE MEpPBI 3allUThl SABJIAIOTCH NPOGUIAKTAIECKIMI U TpeOyIoT
IOCTOSIHHON PaGOThI [0 CO3[@HUIO 370POBOTO MOPATBHOTO KIMMATa B KOJUICKTHBAX noJ-
pasjenenuil. MOpaibHO-9THYECKHE MEPBI 3alllUThl CHIDKAIOT BEPOSTHOCTH BO3HHKHOBEHHS
HeraTHBHBIX JeHCTBHII CBA3aHHBIX C UeJIOBEUECKUM (PAKTOPOM.
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Opranu3anHoHHbIe (AAMHHHCTPATHBHEIE) MEPBI 32 LHTHI

OpraHu3alMoHHble (aIMUHHCTPATUBHBIE) MEPBI 3AIUTEL - 5TO MEphl OpraHusali-
OHHOTO XapakTepa, pPeriaMeHTHPYIOIIUE ITPOIECChI ¢ynxnmonupoBanus MCITH, uc-
nons3oBanne pecypcos WUCII/IH, AeATENBHOCTH OOCITY)XKMBAIOMIEro MEPCoalia, a TaKke
TIOPAZIOK B3aMMOJIEHCTBHA MOJIB30BATEIICH C UCTI/Ia TaxuM 06pasoM, 4ToObl B HAUOOIbIIeH
CTEIeHU 3aTPYAHUTh WM UCKIOYMTH BO3MOXKHOCTD peanusalii yrpo3 6e30macHOCTH HIIH
CHW3WUTh pasMep IOTepph B ClIydae HX pealll3allii. Peanmuzamus  IlonuTukm
pHGopMarmonHoi GesomacHocty IT/IH B WCIIJIa cocTosT U3 Mep aIMHHUCTPaTHBHOTO
YPOBHS ¥ OpraHU3al[HOHHBIX (IIpoleypPHBIX) Mep 3allUThl HHPOPMAIHH.

K aMHHHCTPATHBHOMY YPOBHIO OTHOCSATCS PEIIEHHA PYyKOBOJCTBA, 3aTPArNBAIONIHE
nesrenprocTs MCII/H B IenoM. OTH PEIICHHA 3aKpeIIfioTed B [Tonutuke HHHOP-
MaIHOHHOM 6e30macHocTy. [IprMepoM TaKuX pelieHrH MOTyT OBITE:

- IpUHSATHE pelleHns 0 GOPMHPOBAHUM UIIA TIEPECMOTPE KOMILIEKCHOM IpOrpamMmmbl
oGecrieuenus 6esonacHocTH I1J{H, OnpeeneHue OTBETCTBEHHAIX 3a e¢ peallu3alliio,

- popMyTpOBaHHE LIeJICH, [IOCTAHOBKA 3a/ia, OTIPCACTICHHC HanpaBleHUN JeATeNb-
HocTH B 06actu 6ezomacHocTy 11JIH;

- IIpMHSATHE PELIeHUH 110 BONPOCaM peajiu3aluu porpaMMel 0€e301MacHOCTH, KOTOPBIE
paccmarpusaioTcs Ha yposre ['BIIOY KTHWH3 B nenom;

- obecrieyeHe HOpPMaTHBHOI (IIpaBoBoi) 0a3sbl BOINPOCOB fe3omacHOCTH M T.IL
TToMUTHKA BEPXHETO YPOBHS LOIDKHA 9ETKO OYEPTHTH CEpy BITHAHUS W OTpaHHHCHI IpH
ompenenenuy Lenei 6esomacuocti I1JIH, ONpefeTuTh KaKUMU pecypcamMu (MaTepHasbHEIE,
[epCOHAT) OHU OYLyT JOCTHIHYTEI M HANTH PasyMHbIA KOMIPOMUCC MEY IpUEMIIEMBIM
ypoBHeM 0€30T1aCHOCTH U (yHKI[MOHATLHOCTHIO WCII/E.

Ha opraHM3alliOHHOM yPOBHE OTPENEIIOTCS IPOLEAYPEl i MpaBUia TOCTIKCHIA
nerned u pemenus 3axa4 [loMMTHKY WH(OPMAIIOHHOH 6esonacrocty [1/JH. OTH mpaBmia
OIpeesroT:

- KaKoBa 06JacTh IPYMEHEHUs TONUTHKK 0€3011aCHOCTH I/1s;

- KAKOBHI POJIM U 00S3aHHOCTH TOJDKHOCTHBIX JIHII, OTBEYAIOLIME 32 MPOBCACHHS 10~
nutukn 6esomnacaocty ITJ[H, a Tak ke X YCTaHOBUTE OTBETCTBEHHOCTD;

- KTO MMeeT npaBa goctyna K I1/1H;

- KaKFMM MEPaMHU U CPEICTBaMU 00ecreunBaeTCs 3amTa I1H;

- KAKAMH MepaMH U CpeJICTBaMK 00ecIeurBaeTCsa KOHTPOIb 3a COOJIFOIGHUEM BBE-
IEHHOTO peKuMa 0e30IIaCHOCTH.

OpraHu3alMOHHBIE MEPBI HOJIKHEL:

- IpeIyCMaTpHUBaTh PETTaMeHT HH(OPMaITHOHHBIX OTHOIIEHUH, HCKIIOYAIOIIHUX BO3-
MOYKHOCTD HECAHKIIMOHUPOBAHHBIX IEHCTBHH B OTHOINEHNMH 0GBEKTOB 3AIUTEL,

- OIPEEIATh KOATHIMOHHEIE M HePapXUYECKHE MPUHIIUIIBL 1 MCTO/IbI PAsTpaHiTiCHITA
noctyna K I1J1H;

- OIpejenaTh TOPSAHOK paGoThl C TPOrPaMMHO-MATEMATHICCKUMHU U TEXHUICCKIUMH
(ammapaTHBIE) CPEICTBAMHE 3aITUTHI M KPUITO3AMMTEl M APYTHX 3aIUTHBIX MEXaHHSMOB,

- opranu3oBath Meps nportusozeiictsus HCJI monp30BaTe/siMK Ha STallax ayTeHTH-
duKaluK, aBTOPU3AIMH, HIEHTHOHKATIHY, obecrieynBaroIIiX rapaHTHy pean3aliy IpaB |
OTBETCTBEHHOCTH CYOBEKTOB HHGOPMAI[MOHHBIX OTHOLICHHH.

Oprauu3aiEoHHbIE MEPbI IOJDKHBI COCTOATD H3:!
- pernamenTa gocryma B nomernenus MCI T,
- TIopsIKa JIOIycka paboTHHKA K HCIIOJIE30BaHHIO PECYPCOB WCII/H;
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- pernaMeHTa MpOLEccoB BeeHUs 6a3 NAHHBIX 1 OCYIIECTBICHHIA MoaubUKaITIK HH-
(GopMaHOHHEIX PeCYPCOB;

- perIaMeHTa IPOLECcCOB 00CIyKIUBAHAAL ¥ OCYIICCTBICHHA Momu(UKaIIY alapar-
HBIX ¥ nporpaMMHubIX pecypcos MCITIH;

- MHCTPYKI[HS 110 YUETy JIHLL, TOIYyIIEHHBIX K paboTe ¢ IIepcoOHAllbHBIMY TaHHBIMU B
MH(GOPMAIMOHHBIX CHCTEMAX MePCOHANLHBIX TAHHbIX;

- uncrpykuus anmuaucrparopa UCIIIE;

- MHCTPYKIMA a/IMAHACTPATOpa Ge301aCHOCTH MPH UCIIONIB30BAHMH PECYPCOB obOBbexTa
BBIUUCIIATEILHON TEXHHUKH,

- urctpykums nosb3osarens UCIIIE;

- MHCTPYKIIHS TIOJIB30BATENS 10 00eCIeUeHHIO 6esonacHocty oopadorku I1/IH, rpH
BO3HMKHOBEHHH BHEINTATHBIX CHTYAIHH.

dusHYecKHe Mephbl 3ALIHTDI

dusnuecKre Mephl 3allUThl OCHOBaHbl Ha NPUMEHEHHH PasHOro poia MexaHu4e-
CKUX, 3JEKTPO KM 3JIEKTPOHHO-MEXaHUIECKHX YCTPOMCTB U COOPY)KEHHUH, CICLHATBHO
npeJHa3sHaYeHHbIX Ul CO3MaHms (hH3MYECKUX MPEMATCTBUM HA BO3MOMKHBIX IyTAX IPO-
HUKHOBEHHA M [OCTyIa TOTCHIMAIbHBIX HapyWIUTEJel K KOMIOHCHTaM CHCTCMBI U 3a-
UIaeMoit “HMOPMALIHH, 8 TAKKE TEXHUYSCKHUX CPEJICTB BU3YalbHOTO HaOJII0IeHYs, CBA3H
1 OXPaHHOW CUTHAJIA3AIHH.

DuzudecKas 3alATa 31aHMHN, TOMEIIeH)H, 00bEKTOB 1 CPENICTB nH(bOpMaTH3AIII
JIOJKHA OCYIIECTBIATECA MyTeM YCTaHOBICHHS COOTBETCTBYIOTIIX [I0CTOB OXpaHel, C I0-
MOIIBIO TEXHUUECKUX CPEACTB OXPaHbl HIH MOBBIMM APYTHME cIIOcOOaMH, NPe0TBpa-
IAIONMAMHU WY CYIIECTBEHHO 3aTPyIHAIOIMME IPOHMKHOBEHHE B 3aHUC, IOMELIEHHUS
[IOCTOPOHHHUX JIKL], XHUIIEHAE HWHPOPMAIHOHHBIX HocHTellel, caMUX CpeICTB MH(OpMAaTH-
3aIiH, UCKITIOYAIOIIUMH HaX0XKISHHE BHYTPH KOHTPOJIAPYEMOH (oxpaHsIeMOoii) 30HBI TEX-
HUYECKHUX CPEICTB Pa3sBEIKH.

AnnapaTHO-IPOrpaMMHbIe CpecTBA 3aIIHThI I/In

Texuuueckue (amnapaTHO-NPOrPaMMHBIE) MEPhI 3aIUThI OCHOBAHDBI HA MCIONE30-
BAHWK PA3TYHBIX 3EKTPOHHBIX YCTPOMCTB M CTIEHHATIBHEIX IPOTPaMM, BXOJIIIUX B CO-
ctas UCII/{H ¥ BHIMOJHSIOMKX (CAMOCTOATEIIEHO MM B KOMIICKCE C IPYTHMH CpeAcTBa-
Mu) QYHKIMA 3aIMUTh! (MISHTHQUKAIIIO U ayTeHTU()HUKALHIO TOJb30BaTelIeH, pasrpaHy-
yeHHe MOCTYIA K PECYpPCaM, PETHCTPAIlAiO COOBITHH, KpUIITOrpahuuecKoe 3aKpbITHE HH-
GopMaLyu U T.J1.).
C yueroM Bcex TpeOOBaHMH U NPHHIUIIOB obecrreuenns Gesonacuoctd I1/1n B MC-
I1J4 110 BCeM HATIPABJICHUSAM 3allUThl B COCTAB CUCTEMbL 3AIUTRI A0IDKHEL OBITH BKIIFOYE-
HBI ClIeAyIOIINe CPEeICTBA!
- CpeficTBA MASHTHUKALIH (OmO3HABAHKS) ¥ Ay TCHTHQHKALIMH (TTOATBEPIKACHH
nommuuHOCTH) nonb3osatenei MCIIIH;
- cpejicTBa pasrpaHHYeHHs J0CTYIIa 3aPeruCTPHPOBAHHBIX MOJIb30BaTeNeH CHCTEMBI K
pecypcam MCILIH;
- cpefcTBa 00ecTedeH s ¥ KOHTPOIIS HeIOCTHOCTH IIPOrpaMMHEIX 1 uH(GOpPMaIUOH-
HEIX PECYpPCOB;
- CPEJICTBA ONIEPATUBHOTO KOHTPOJIA U PETHCTPAIlHH cOOBITHI 0€30ITaCHOCTH;
- kpunTorpaduIecKne CpeACTBa 3alUThl [11H.
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VeremHoe MpUMeHEHHe TeXHIUECKUX CPEICTB 3allUTEl Ha OCHOBAHMIH TIPUHITAIIOB
(pasjiel 5) TIpe/IIoNaraeT, 4To BLIIOTHEHHNE NIEPETHCIICHHDBIX HIKC TpeGoBaHM 00eCTIedeHO
OpraHU3allHOHHEIMU (aZMHHUCTPATHBHBIMU) MEpaMU U HCTIOJIB3yeMbIMH rzryecKuMU
cpeJICTBaMH 3alLlUTHL:

- obecmeueHa uspgecKas HeJ0CTHOCTE BCEX KOMIIOHCHT HUCT1H;

- Kaxabli paboTHHK (II0Jb30BATENb UCII/ls) mny TpyNia IoMb30BaTelel HMEeT
VHHKAJIHOe CHCTEMHOE MM M MAHMMAIBLHO HeoOXOoOuMbIe JUIS BBITIOJIHEHHS MM CBOHX
(hyHKIIMOHAIBHBIX 00A3aHHOCTEH MONHOMOUHSA 1O JOCTYILY K pecypcam CHCTEMBL,

- p UCIITa T'BIIOY KTHH3 paspabotka 1 OTIa/iKa IpOrpamMmM OCYIIECTBILAETCA, HA
UCIBITATENIBHBIX CTEHIaX;

- Bee M3MeHeHHs. KOH(GUTypaLWH TeXHHYECKAX U NPOrpaMMHBIX CPEACTB UCII[n
IPOM3BOJITCSL CTPOTO yCTAHOBICHHBIM ITOPAIKOM (perucTpupyroTCs U KOHTPOJMPYIOTCH)
TOJILKO HA OCHOBAHMH PACIIOPsKEHUH PYKOBOJICTBA ['BIIOY KTHHS.

6 KonTpoiib 3 peKTHBHOCTH CHCTEMbI 3aIIHTEI UCIAu I'BIIOY KTHH3

Koutpons sddexrusroctn C3ILJIH XOMKEH OCYINECTBIATRCA Ha TIEPHOIUUECKOM
ocHoBe. Llenpto KOHTPONL d(PGMEKTHBHOCTH ABJACTC CBOCBPEMEHHOC BLISIBIICHUE HEHal-
nexamux pesxkumos padotel C3II/IH (OTKIFOUEHHE CPEACTB 3allATEL, HapylLICHUE PEKUMOB
3aIKUTEl, HECAHKIMOHUPOBAHHOE WM3MEHEHME peXuma 3allliThl H T.1.), @ TaKXKe Mpo-
FHO3HPOBAHHUE ¥ IPEBEHTUBHOC PEarnpOBAHKC Ha HOBBIC yTPO3BI 6esomacHocTH 11JTH.

KOHTpOJIb MOXET HPOBOIUTBCS KaK anMHHMCTPaTOpami 6esonacuoct MCII/IH
(omepaTHBHBIH KOHTPOJIB B IPOIECCE HHOOPMAIIMOHHOTO B3aUMOICHCTBAA B WCTIH), Tak 1
IIpHBJIEKAEMbIME JIIA OTOH LI KOMIETEHTHBIME OpraHi3alliiMiy, HUMEIOIIUMHY JTULEH3UIO
Ha STOT BHUI [ESITCIIbHOCTH, a TaKxke DCTHK Poccun u @CH Poccun B mpenenax HX
KOMITETEHIHH.

KoHTpOJIb MOXKET OCYLIECTBILITECA aIMUHHCTPATOPOM 6e30macHOCTU KaK ¢ IIOMOIIBIO
[ITATHBIX CPEJICTB CHCTeMbI 3amUThl [IJIH, TaK i C IOMOIIBIO CIEHHATRHAIX IIPOrPaMMHBIX
CpPENCTB KOHTPOJIA.

Orenka 3ddexrnsEOCTH Mep 3amuThl [IJIH TPOBOAMTCS € MCIIONB30BAHNEM TEXHH"
YeCKAX M TPOIPAMMHBIX CPEJICTB KOHTPOJIS HA IMPEAMET COOTBETCTBHA YCTAHOBIIEHHBIM
TpeOOBAHMAM.

7 Cdepbl 0TBETCTBEHHOCTH 32 06€30NaCHOCTD IIIa

OTBETCTBEHHBIM 32 paspaboTKy Mep U KOHTPOIIb Haj 00ecreueHneM 0€e30I1acHOCTH
IePCOHATBHBIX TAHHBIX SBILSETCA TEXHUK-IPOrPaMMUCT I'BIIOY KTHHS.
Chepa OTBETCTBEHHOCTH  TEXHHKA-IPOrpaMMHCTa  BKIIOTACT ClIeMyIoLIHe
HanpasJieHust obecrnedenus 0e30IacHOCTH I /1a:
- [InaHUpOBaHKE ¥ Pealu3aia Mep [0 00eCTIeueHHMIO 6esonmacuocty IT/IH;
- Anamu3 yrpos 6esomnacuoctu IL/IH;
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- Paspa6oTKy, BHEIPEHHE, KOHTPOJIb UCIIOMHCHAS 1 o AepKanre B aKTyajlbHOM CO-
CTOSIHHH TIONUTHK, PyKOBOJCTB, KOHIENLHH, IPOLEAyp, PerIaMeHTos, WHCTPYKIMH H IpY-
THX OPraHU3aIMOHHBIX JOKYMEHTOB I10 obecrieueHnI0 0€30II1aCHOCTH;

- Kourpons samumennoctd UT - undpactpykrypsl [BIIOY KTHUH3 ot yrpos Wb
IyTeM:

- O6y4enus 1 THYOPMUPOBAHUSL mons3osateneit UCILIH, o nopsake pabotst ¢ 1110
U CpeICTBaMH 3aIllUThI;

- [IpenoTBpALICHHUS, BBIABICHUS, PEArnpOBAHI A paccreioBaHus HapyIeHuii 6e3-
omacHoctH 11/1H.

[Ipyu B3aMMOZEHCTBHY CO CTOPOHHMMY OPraHM3alliIMK B cily4asix, Korja cotpy/i-
HUKaM STUX OPraHw3allii IpPefoCTaBIseTCs MOCTYI K 06beKTaM 3aIUThl (pasaen 3), ©
STHMH OPraHU3ALIAMHU JOTDKHO OBITh 3aKIFOYCHO «Coraliesne 0 KOHPUIEeHIIHATbHOCTI,
6o «Cornamense o cOBMOIEHHH pexuMa 6e30ITaCHOCTH [1/1 IpH BBITIOJHEHHH paboT B

UCIII8».

8 Moae/ab HapyUIHTe/ I 6€30MaCHOCTH

ITox mapymmurenem B I'BIIOY KTUH3 monuMaeTcsl JHI0, KOTOpoe B PE3yIbTaTe
YMBIIUTEHHBIX WA HEYMBIIIICHHBIX NeHCcTBAN MOXeT HaHecTH yIiepd 0OBeKTaM 3allUThbl
(pazzmen 3).

HapymwTenu NOApas/esioTcs [0 MpU3HaKy MIPUHAUIEKHOCTH K HUCII/In. Bce
HapyIIATENH JeJATCs Ha BE TPYTIIEL:

« BHeIIHWe HApyIIUTeNH - PU3HIECKHe LA, HE HMCIOIIHE Ipasa npeObIBaHKU HA
TEPPUTOPHUH KOHTPOIMPYEMOH 30HBI, B Mpeieiax KOTOPOW pa3sMelaeTcs
o6opynosarue MCIL/IH;

e BHYTpEHHHE HapyLIATENIH - U3UIECKHUE HIIa, IMCIOIIAE NPaso npeObIBaHKs Ha
TEpPUTOPHH KOHTPOJMPYEMOH 30HBI, B TPEACIax KOTOpPOH pa3MeInaeTcs
o6opynosanue UCII/H.

9 Mopeab yrpo3 6e30nacHOCTH

Jlns UCTIJTa TBIIOY KTHH3» BRIETAIOTCS CIE/YIOIIIe OCHOBHBIE KaTEeIOpUH YI'PO3
6e30MaCHOCTH IIePCOHAIbBHBIX JIaHHBIX!

1) Yrpos3s! OT yTedKy [10 TeXHUYECKAM KaHallaM.

2) Yrpo3bl HECAHKIMOHUPOBAHHOTO 10CTYIA K UH(OPMALIH:

- YTpo3bl YHHYTOKEHHS, XUIICHH aNllapaTHeIX CPEACTE UCII[da HOCHTEEH
yH(bOpMAIHK [IyTeM (QU3H4ecKoro 0CTylra K SJIEMEHTaM HCII[s.

- YTpo3bl XUILIEHUS, HeCcaHKI[MOHUPOBAaHHOHR MO IADUKALUH WITH OJ0KUPOBAHMA
pH(GOPMAIMA 33 CYeT HECAHKIMOHMPOBAHHOTO JIOCTyNa (HCHI) ¢ mpuMeHEHHEM
IIPOrpaMMHO-AIMAPaTHbIX U MPOrpaMMHBIX CPEJCTB (B TOM HHCJIE MPOTPaMMHO-
MaTeMATHICCKHUX BO3ICHCTBHN).

- Yrpo3sl HempeaHaMepeHHbIX nefcTBUI MOJIB30BaTENed U HapyuieHul 0es-
onacuoctu pynkiuonuposanus UCITTH 1 C3I1/Iu B ee cocTase H3-3a cOOEB B MPO-
rpaMMHOM OGECIIeUEeHHH, @ TAKXKE OT YIpo3 HEaHTPOTOTEHHOTO (cboeB amnmaparypbl
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13-33 HEHAIEKHOCTH OJIEMEHTOB, COOCB 3JIEKTPOITUTAHNS) M CTUXHIHOTO (ymapoB
MOJTHHI, TI0KapoB, HABOAHEHHH ¥ T.I1.) XapakTepa.
- Yrpo3sl IpeHaMEePEHHBIX edCTBUM BHYTPEHHUX HapYLUUTEIEH.
- Yrpo3sl HeCAHKIHOHUPOBAHHOTO JOCTYTIA 10 KaHaIaM CBASH.
Orrcanne yrpo3, BEpOATHOCTh UX pealu3amiy, OacHOCTh 1 AKTYaJbHOCTE TTPel-
cTaBeHbl B MofeIsxX yrpo3 0e30IacHOCTH MepCOHabHBIX TAHHDBIX TIPH MX 00paboTKe B
COOTBeTCTBYOMElH HHQOPMALMOHHO CHCTEME NEPCOHANLHBIX AHHBLX.

10 Mexanu3m peanusanud Konuenuuu

Peanu3armst KOHUEIIMA J0JDKHA OCYIIECTBIATECS Ha OCHOBE IEPCIIeKTHBHAIX TIPO-
IpaMM U IUIaHOB, KOTOPBIE COCTABIIAIOTCS HA OCHOBAHNHM 1 BO MCTIOTHEHHE:

_ MejiepabHBIX 3aKOHOB B 0071aCTH 00eCTIeYeHNS nH(OPMAIHOHHOM 6e3011aCHOCTH 1
3aMIUTH THQOPMALIHH;

- Tlocranopenuii IIpaBurenbera Poccutickoi dezepanun;

- PYKOBOISIIIKX, OPTaHKU3aLM1OHHO-PACTIOPS AU TEIbHBIX 1 METOJHUYECKUX TOKyMEHTOB

OCTOK Poceny;
- notpebroctedt UCII/TH B cpencTaax obecreuenus 6e30acHOCTH HHPOPMAIKH.

11 Osxuaaemblii 3ddexT ot peannsanud KoHnenunu

Peanuzanus Konermuu 6esonactoctu I1/1n B MICIT/IH 1103BOMAT:

- OIIEHWTh COCTOSIHHE OGe30IIaCHOCTH HH(OPMALUH UCTI/IH, BBIABATH HCTOYHUKH
BHYTPEHHUX U BHEIIHHX YIpO3 pHGOPMAMOHHOM 0€30MacHOCTH, ONPEEIHTE IPHOPUTCT-
Hble HAMPaBJIECHNS IPEJOTBPAIEHNs], OTPAKCHUS U HelTpaiu3aliy 3TUX Yrpo3;

- pa3paboTaTh PACIOPAIUTENbHBIE M HOPMATHBHO-METOAMICCKAC IIOKYMEHTBI IIpH-
menutensHo k UCIITH;

- TIPOBECTH KJIACCH(HKAIIUIO U ATTECTALIEO UCTLH;

- IPOBECTH OPraHU3aIHOHHO-PEKUMHEIE M TEXHUYCCKHE MEPOIPUATHA o obecre-
yenuio 6e3omacHocty [T/ B UCIIH;

- 0BECIETHTD HEOOXOIHMEIH YPOBEHb 0€30IacHOCTH 00BEKTOB 3aIIUTEL.

Ocy1iecTBIEHHE S3TUX MEpOTIPHUSATHH oGeceulT Co3IaHre eUHOM, [ETOCTHOM 1

CKOOPIUHUPOBAHHOM CHCTEMBL HH(pOPMAIMOHHOK 6e30IacHOCTH VCIIJIH u co3nacT
yCIOBUsL [UTS €€ JANbHEHINero CoBepIIeHCTBOBAHMA.
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12 CrnHcoK HCNOJIB30BAHHBIX HCTOYHHKOB

(OcHOBHBIMH HOpMaTHBHO-IIPaBOBBIMHA H METOOHYECKHMH

JIOKYMEHTAMH, HAKOTOPBIX Gazupyercs HacTosias KoHIeus SBIITIOTCA:

L ®enepanpHEl  3akoH oT 27.07.2006 r. Ne 152-®3 «O
nepcOHANBHBIX OaHHBX» (manee - @3 «O mMepCOHANBHBIX JTAHHBIX),
yCTaHaBIMBAIOMIMK OCHOBHbBIC MPHHIAIGI K YCIOBHA o6pabotku 1110, mpasa,
06S3aHHOCTH M OTBETCTBEHHOCTh YYA4CTHMKOB OTHOINEHHM, CBA33HHBIX C
o6pabotkoit I1/IH.

2. TToctanosnerue [Ipasutenscrsa PO or 01.11.2012 r. Ne 1119 «O6
yTBep K IeHUH TpeOOBAHUHA K 3aIUTe IePCOHANBHBIX [aHHBIX HIPH KX obpaboTke
B HHGOPMALMOHHEIX CHCTEMAaX MEPCOHATBHBIX NAHHBIX).

3. «[Tonoxenre 06 ocobeHHOCTIX 00pabOTKM  MEPCOHANBHBIX
JAHHBIX, OCYIIECTBJsIeMOii 03 MCIONE30BAHUS CPEICTB aBTOMAaTH3aLMI,
yreepkaeHHoe ITocTanosnenreM [IpaBuTenbCTBA P® ot 15.09.2008 r. Ne 687.

4. «TpeGoBaHHs K MaTepHA/bHBIM HOCHTEISAM —OHOMETPUYECKHX
[MEPCOHANBHBIX J@HHBIX M TEXHOJOIHMSM XPAaHEHWs TakuxX JIaHHBIX BHE
uH(GOPMAIHOHHBIX ~ CHCTEM  MEPCOHANBHBIX ~ JAHHBIX»,  YTBEPHACHHBIC
[TocranosnenreM [IpasuTensctsa PO ot 06.07.2008 r. Ne512.

5.  HopMaTHBHO-MeTOJMIeCKHe TOKyMeHThl DejlepalbHon cIy kOBl 110
TEXHUYECKOMY U OKCIIEPTHOMY KOHTPOIIIO Poccuiickoii @enepauuu (manee -
®CTIK Poccun) mo obecrederuto GesomacHocty IIJIH mpu HX o6paboTke B
NCIL1H.

6.  Basosas Momens yrpo3 0e30MacHOCTH MEPCOHAILHAIX NAHHBIX IIPHU
ix 06paboTKe B HH(POPMALHOHHBIX CHCTEMaX MEPCOHANBHEIX JAHHBIX, yTB. 3am.
mupektopa ®CTIK Poccun 15.02.08 T. (ACI)

7. MeToquKka ONpeJeNeHHs aKTyalbHBIX Yyrpo3 —0e30macHOCTH
MepCOHANBHEIX JAHHBIX IPU HX 00paboTke B HH(QOPMAIMOHHBIX CHCTEMAX
TepCOHANBHBIX NaHHBIX, YTB. 3aM. JHPEKTOpa ®CTOK Poccun 15.02.08 T.
(ACII)

8. IIpuxaz ®CTOK Poccum Ne 17 ot 11 despans 2013 roma «O6
yTBep)KJGHHH TpPeGOBaHMH O 3allUTBl HH(OOpMAIMH, HE COCTaBJISIIOIIEH
rocyIapCTBEHHYIO TalHy, coJieprkaieics B roCyIapCTBEHHBIX
HH(OOPMAITMOHHBIX CHCTEMAaX)



